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 Cloud computing systems face escalating security challenges from dynamic threat 
landscapes, insider attacks, and compromised credentials that traditional perimeter-based 
authentication cannot detect. This paper proposes Edge-AI Powered Continuous 
Authentication and Risk-Aware Access Restriction Using Contextual OTUP (One-Time User 
Profile), a novel framework that integrates edge-based artificial intelligence with zero-trust 
principles to enable real-time, adaptive access control. The framework continuously monitors 
user behaviour, device posture, and environmental context through lightweight Edge-AI 
models deployed at the network edge, minimizing latency while preserving privacy. Contextual 

OTUP dynamically constructs ephemeral user trust profiles by fusing behavioural fingerprinting (keystroke 
dynamics, mouse patterns, application sequences), biometric signals, geolocation, and network indicators 
into a real-time Behavioural Trust Score (BTS). An AI-driven risk engine evaluates this score against 
contextual risk thresholds, enabling dynamic access decisions grant, deny, step-up authentication, or restrict 
privileges without disrupting user experience. Experimental evaluation in a simulated multi-cloud 
environment demonstrates 95.3% detection accuracy for anomalous access attempts with 2.8% false 
positives and 1.4s average authentication latency, outperforming conventional static authentication and rule-
based Zero Trust baselines. The proposed approach enhances security resilience against identity compromise 
and insider threats while maintaining operational scalability in modern cloud-native deployments.  

Keywords: Edge AI, Continuous Authentication, Risk-Aware Access Control, Contextual OTUP, Zero 
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1. Introduction 
Continuous, unobtrusive authentication at 

the edge is essential for securing cloud services 
accessed from heterogeneous devices and 
networks. This paper proposes an Edge-AI 
powered continuous authentication framework 
that leverages contextual One-Time User Profiles 
(OTUP) to enable low-latency, privacy-
preserving verification and risk-aware access 
restriction. By shifting inference to edge nodes 
and combining behavioural, device, and 
environmental signals, the approach reduces 
reliance on static credentials while maintaining 
usability. We outline the system architecture, 
threat model, and evaluation strategy that 
demonstrate improved security posture and 
reduced false rejections [1]. The Introduction 
frames motivation, prior work gaps, and the 
contributions presented in subsequent sections. 

 
1.1 . Background and Motivation 

Modern cloud ecosystems host sensitive 
workloads and aggregate identities across 
mobile, IoT, and enterprise endpoints, increasing 
attack surface and credential exposure. 
Traditional login-based models assume a single-
time, binary trust decision, inadequate for long-
lived sessions or devices that change context 
frequently (e.g., location, network, user activity). 
Edge computing and on-device AI enable 
continuous monitoring with reduced latency and 
data exfiltration risk. Contextual OTUP compact, 
transient profiles capturing multi-modal signals 
permits ongoing identity assurance while 
preserving privacy [2]. Motivated by operational 
needs for resilient, usable authentication in 
distributed cloud environments, this work 
develops an architecture combining Edge-AI, 
OTUP, and risk-aware enforcement. 

 
1.2 . Evolution of Cloud Authentication 

Mechanisms 
Cloud authentication has progressed from 

static passwords to federated identity, multi-
factor authentication (MFA), adaptive 
authentication, and passwordless protocols. 
Federated systems (SAML, OAuth/OIDC) 
improved single sign-on and cross-domain trust, 
while MFA and hardware tokens addressed 
credential theft. Adaptive authentication 
introduced context signals (device, location,  
 

behaviour) to alter assurance levels. However, 
centralized decisioning and coarse-grained 
policies limit responsiveness to rapid context 
shifts [3]. Recent trends emphasize 
decentralization edge processing, privacy-
preserving analytics, and continuous 
authentication to maintain session integrity. This 
section traces those trends and highlights how 
Edge-AI and OTUP extend adaptive models 
toward persistent, fine-grained verification. 

 
1.3 . Limitations of Traditional One-Time 

Authentication  
One-time authentication (OTA) methods 

validate users at session start but assume static 
identity across the session lifetime, leaving 
windows for session hijacking, lateral 
movement, and insider misuse. OTA cannot 
detect behavioural drift, device compromise, or 
contextual anomalies that occur post-login. 
High-assurance MFA can be burdensome if 
required repeatedly, harming usability [4]. 
Centralized telemetry collection for post-hoc 
checks introduces latency, privacy concerns, and 
network overhead. Additionally, OTA lacks 
dynamic risk assessment to enforce least-
privilege adaptively. These limitations motivate 
continuous, low-friction assurance mechanisms 
that incrementally verify identity, adapt access 
rights, and mitigate threats in real time. 

 
1.4 . Emerging Threats in Cloud Computing 

Systems  
Cloud environments face evolving threats: 

credential stuffing and replay, session hijacking, 
compromised edge devices, supply-chain and 
API attacks, and sophisticated social engineering 
targeting session tokens. Attackers exploit long-
lived sessions and fragmented trust boundaries 
across multi-cloud and hybrid deployments. 
Device-level compromises (malware, rootkits) 
can stealthily exfiltrate tokens or mimic user 
behaviour. Adversaries also leverage AI to 
emulate behavioural biometrics, increasing false 
accept risks [5]. Simultaneously, privacy 
regulations constrain centralized telemetry. 
These challenges require authentication systems 
that detect subtle anomalies, reason over multi-
modal context, and respond with risk-aware 
restrictions without sacrificing user experience. 
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1.5 . Research Objectives and Contributions 
This paper aims to design, implement, and 

evaluate an Edge-AI continuous authentication 
framework using contextual OTUP to enable 
real-time, privacy-preserving identity assurance 
and risk-aware access control for cloud services 
[6]. Key contributions are 
 a formal OTUP representation combining 

behavioural, device, and environmental 
features optimized for edge inference 

 an Edge-AI architecture for low-latency 
profile matching and incremental model 
updates with privacy-preserving 
aggregation 

 a risk-scoring and policy engine that 
enforces adaptive access restrictions 

 an empirical evaluation across datasets 
and threat simulations demonstrating 
improved detection rates, lower latency, 
and manageable resource use. We also 
discuss deployment considerations and 
privacy trade-offs. 
 

1.6 . Paper Organization  
The remainder of the paper is organized as 

follows. Section 2 reviews related work in 
continuous authentication, Edge-AI, and 
adaptive access control. Section 3 presents the 
system model, threat assumptions, and OTUP 
formalism. Section 4 details the Edge-AI 
architecture, feature extraction, model training, 
and privacy mechanisms. Section 5 describes the 
risk-aware policy engine and enforcement logic. 
Section 6 covers experimental setup, datasets, 
metrics, and evaluation results. Section 7 
discusses implementation challenges, scalability, 
and privacy considerations. Section 8 concludes 
with a summary of findings and directions for 
future work, including extensions to federated 
learning and hardware-based attestation. 
 
2. Literature Review  

This review synthesizes advances in 
continuous authentication, Edge-AI, risk-based 
access control, behavioural biometrics, context-
aware security, and Zero Trust principles 
relevant to cloud systems. It examines how 
passive, real-time identity assurance has evolved 
from centralized models to distributed, edge-
centric architectures that reduce latency and 
strengthen privacy [7]. We analyse risk-scoring 
methods that adapt access rights dynamically 

and evaluate behavioural biometrics’ robustness 
against spoofing and concept drift. Context-
aware mechanisms and Zero Trust foundations 
are connected to continuous verification 
requirements. The section concludes with a gap 
analysis highlighting limited OTUP-based 
profiling, scarce edge-native deployments, and 
the need for standardized evaluation metrics 
and privacy-preserving federated learning in 
continuous authentication. 

 
2.1. Continuous Authentication Systems and 

Approaches  
Continuous authentication (CA) 

continuously verifies a user’s identity 
throughout a session using passive, multi-modal 
signals rather than a single login event. 
Systematic reviews identify data sources 
including keystroke dynamics, mouse/touch 
behaviour, device telemetry, network context, 
and biometric streams [8]. CA architectures vary 
from centralized server-side inference to 
distributed, edge-assisted processing that lowers 
latency and limits data exposure. Evaluation 
methods include detection rates, false 
accept/reject ratios, and usability metrics. Use 
cases span mobile devices, IoT, and enterprise 
cloud access. Key challenges remain in concept 
drift handling, adversarial emulation, privacy 
preservation, and standardizing performance 
benchmarks across heterogeneous 
environments. 

 
2.2. Edge Computing and Edge-AI Paradigms 

Edge computing shifts computation and 
data storage closer to data sources, reducing 
latency, bandwidth usage, and cloud 
dependency. Edge-AI extends this by deploying 
machine learning models directly on edge 
devices or gateways, enabling real-time 
inference for security tasks like anomaly 
detection and authentication [9]. Benefits 
include privacy-preserving local processing 
(minimal raw data leaves the device), faster 
response to threats, and resilience to network 
outages. However, edge constraints limited 
compute, memory, and energy require model 
compression, quantization, and efficient update 
mechanisms. Recent works explore federated 
learning across edge nodes for collaborative 
model improvement while preserving data 
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locality, though deployment challenges in 
heterogeneous cloud-edge stacks remain. 

 
2.3. Risk-Based Access Control Frameworks  

Risk-based (or risk-adaptive) access 
control (RBAC/RB-AC) dynamically adjusts 
access rights based on real-time risk 
assessments derived from user behaviour, 
device posture, location, network, and 
environmental context. Unlike static role-based 
policies, these frameworks compute a risk score 
that triggers step-up authentication, session 
restriction, or denial when thresholds are 
exceeded [10]. Research demonstrates 
integration with continuous authentication to 
enforce least privilege continuously. Key 
components include risk engines, policy decision 
points, and adaptation policies. Challenges 
include calibrating risk thresholds to balance 
security and usability, handling false positives 
that cause user friction, and ensuring 
transparency and auditability for compliance in 
multi-cloud and regulated environments. 

 
2.4. Behavioural Biometrics in 
Authentication  

Behavioural biometrics authenticate users 
by modelling unique patterns in interaction: 
typing rhythm, mouse trajectories, touch 
gestures, gait, voice prosody, and application 
usage. These signals enable passive, continuous 
verification without explicit user action. AI-
driven approaches improve robustness against 
spoofing and concept drift through deep 
learning and online adaptation [11]. Recent 
studies highlight AI-driven behavioural 
biometrics enhancing adaptive Zero Trust 
systems by providing fine-grained identity 
confidence scores. However, vulnerabilities 
exist: adversarial imitation, dataset bias, privacy 
concerns over sensitive behavioural data, and 
variability across devices and contexts. 
Standardization of datasets, evaluation 
protocols, and privacy-preserving training 
methods remains an open research need. 

 
2.5. Context-Aware Security Systems  

Context-aware security systems 
incorporate contextual signals location, time, 
network, device state, environmental sensors to 
inform authentication and access decisions. 
These systems improve accuracy by correlating 

behavioural signals with situational context, 
reducing false alarms when behaviour changes 
are explainable (e.g., new location). Research 
shows context enhances continuous 
authentication reliability and supports risk-
adaptive policies [12]. Implementation 
challenges include heterogeneous context 
sources, managing privacy (context data can be 
highly identifying), and avoiding context 
spoofing. Edge-AI can process context locally to 
preserve privacy, yet standard ontologies for 
context representation and interoperability 
across cloud-edge stacks are still lacking. 

 
2.6. Zero Trust Architecture Principles  

Zero Trust Architecture (ZTA) assumes no 
implicit trust based on network perimeter and 
mandates continuous verification of identity, 
device posture, and context for every access 
request. Core principles include “never trust, 
always verify,” least privilege, micro-
segmentation, and end-to-end encryption. ZTA 
aligns naturally with continuous authentication: 
identity assurance must persist throughout 
sessions, not just at login [13]. AI and 
behavioural analytics strengthen ZTA by 
enabling dynamic risk assessment and adaptive 
access. However, operationalizing ZTA at scale 
requires integration with identity providers, 
device attestation, and real-time policy 
enforcement areas where edge-native 
continuous authentication with contextual OTUP 
can fill critical gaps. 

 
2.7. Gap Analysis and Research Opportunities  

Despite advances, gaps persist 
 limited adoption of transient, context-rich 

user profiles like OTUP that minimize 
privacy exposure while enabling fine-
grained verification 

 scarce edge-native continuous 
authentication deployments with 
standardized latency and accuracy 
benchmarks 

 insufficient integration of risk-aware 
policies with OTUP-driven inference in 
multi-cloud environments 

 limited privacy-preserving federated 
learning for behavioural biometrics 
across heterogeneous edge devices 
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 lack of comprehensive threat models 
addressing adversarial OTUP 
reconstruction and context spoofing.  

Research opportunities include designing 
OTUP formalisms, optimizing Edge-AI models 
for constrained devices, developing privacy-
aware risk engines, and establishing evaluation 
frameworks that jointly assess security, 
usability, and privacy in continuous 
authentication systems. 

 
3. Theoretical Foundations  

This section establishes the theoretical 
underpinnings for Edge-AI continuous 
authentication with contextual OTUP. We review 
edge computing architecture and deployment 
principles, then survey lightweight machine 
learning models suitable for constrained edge 
devices. Behavioural biometric modalities and 
their feature extraction pipelines are formalized, 
followed by risk assessment and scoring models 
that map multi-modal evidence to a risk score. 
We contrast One-Time Password (OTP) with the 
proposed One-Time User Profile (OTUP), 
emphasizing transience and context [14]. 
Privacy-preserving techniques (differential 
privacy, secure aggregation) and federated 
learning fundamentals round out the 
foundations. Each subsection includes a key 
equation to formalize core concepts. 

 
3.1. Edge Computing Architecture and 
Principles  
Edge computing places compute, storage, and 
networking closer to data sources (sensors, 
endpoints) to reduce latency and backbone 
traffic. A canonical three-tier architecture 
includes 
 device tier (endpoints) 
 edge tier (gateways/micro-datacentres) 
 cloud tier.  
Core principles include data locality, service 

continuity under network partitions, and 
hierarchical orchestration. Latency savings are 
often modelled as 

 

 𝐿edge = 𝐿proc +
஽

஻edge
+ 𝐿prop,edgevs.𝐿cloud = 𝐿proc +

஽

஻WAN
+ 𝐿prop,cloud                                 (1)  

 
where 𝐷is data size, 𝐵bandwidth, and 

𝐿proppropagation delay, typically 𝐿edge ≪ 𝐿cloud. 

 
3.2. Lightweight Machine Learning Models for 
Edge Deployment  

Edge deployment demands models with 
small footprint, low latency, and energy 
efficiency. Common strategies include model 
pruning, quantization (e.g., INT8), knowledge 
distillation, and using lightweight architectures 
(MobileNet, TinyML, Micro LSTM). For 
classification, a typical constrained optimization 
is 

 
min 

ఏ
  ℒ(𝜃; 𝒟) + 𝜆ଵ ∥ 𝜃 ∥଴+ 𝜆ଶQuantize (𝜃)               (2) 

 
subject to constraints on model size 

𝑆(𝜃) ≤ 𝑆୫ୟ୶and latency 𝑇(𝜃) ≤ 𝑇୫ୟ୶. Here ℒis 
loss, ∥ 𝜃 ∥଴counts non-zero parameters 
(pruning), and Quantize (⋅)penalizes high-
precision weights. These techniques enable on-
device inference for continuous authentication. 

 
3.3. Behavioural Biometric Modalities and 
Feature Extraction  

Behavioural biometrics include keystroke 
dynamics, mouse/touch dynamics, gait, voice, 
and application usage patterns. Feature 
extraction produces time-series or statistical 
descriptors: inter-key timings, flight/hold times, 
acceleration peaks, spectral features, or deep 
embeddings. A common feature vector is 

 

𝐱 = ൣ𝜇௧
, 𝜎௧

, skew௧
, kurt௧

, 𝐟spec
, 𝐞deep൧

ୃ
                         (3) 

 
where 𝜇௧ , 𝜎௧are mean/std of timing 

features, skew,kurtare higher-order moments, 
𝐟specspectral features, and 𝐞deepdeep embeddings 
[15]. Similarity is often measured via cosine 
similarity or Mahalanobis distance to a enrolled 
profile. 

 
3.4. Risk Assessment and Scoring Models  

Risk scoring aggregates evidence from 
multiple modalities and context into a scalar risk 
score 𝑟 ∈ [0,1]. A common formulation is a 
weighted logistic score 
                               

𝑟 = 𝜎  ቆ𝑤଴+ ∑ 𝑤௜
௠
௜ୀଵ 𝑠௜+ ෍ 𝑣௝

௞

௝ୀଵ
𝑐௝ቇ , 𝜎(𝑧) =

ଵ

ଵା௘ష೥                           

(4) 
 

where 𝑠௜are behavioral similarity scores, 
𝑐௝context indicators (e.g., untrusted network), 
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and 𝑤௜, 𝑣௝learned weights. Access decisions use 
thresholds: accept if 𝑟 ≤ 𝜏acc, step-up if 
𝜏acc < 𝑟 ≤ 𝜏step, deny if 𝑟 > 𝜏step. Calibration 
ensures desired false accept/reject trade-offs. 

 
3.5. One-Time Password (OTP) and One-Time 
User Profile Concepts  

OTP is a transient credential generated per 
authentication attempt, typically via HMAC-
based OTP 

 
OTP = TRUNC (HMAC − SHA1 (𝐾, 𝐶)) 𝑚𝑜𝑑 10ௗ    (5) 
 

where 𝐾is secret, 𝐶counter/time, 𝑑digits. 
In contrast, a One-Time User Profile (OTUP) is a 
transient, context-rich feature summary issued 
per session or window: 
                                         
OTUP௧ = Enc pk   (𝐱௧ , 𝐜௧ , 𝑡, Nonce )                              (6) 
 

OTUP binds behavioural features 𝐱௧, 
context 𝐜௧, timestamp 𝑡, and nonce under public-
key encryption, ensuring transience, non-
replayability, and privacy while enabling 
continuous verification [16]. 
 
3.6. Privacy-Preserving Techniques in 
Distributed Systems  

Privacy-preserving techniques include 
differential privacy (DP), secure multiparty 
computation (SMPC), and secure aggregation. In 
DP, a randomized mechanism ℳsatisfies 𝜖-DP if 
for neighboring datasets 𝐷, 𝐷ᇱ 
 
Pr [ℳ(𝐷) ∈ 𝑆] ≤ 𝑒ఢPr [ℳ(𝐷ᇱ) ∈ 𝑆]                           (7) 
 

For gradient-based learning, noise is 
added: g෤ = g + 𝒩(0, 𝜎ଶΔଶ𝐼), where Δis sensitivity. 
Secure aggregation ensures the server learns 
only the sum of client updates, protecting 
individual contributions [17]. These techniques 
enable privacy-preserving continuous 
authentication in distributed edge-cloud 
settings. 
 
3.7. Federated Learning Fundamentals 

Federated Learning (FL) trains models 
across decentralized clients without sharing raw 
data. In each round 𝑡, clients compute local 
updates Δ𝑤௜

(௧)and send them to a server that 
aggregates 

                                         

𝑤(௧+ଵ) = 𝑤(௧) + ෍
௡೔

௡

ே

௜ୀଵ
Δ𝑤௜

(௧)                  (8) 

 
where 𝑛௜is client 𝑖's data size and 𝑛 = ∑𝑛௜ . 

FL reduces data exposure and supports privacy 
when combined with DP and secure aggregation 
[18]. For continuous authentication, FL enables 
collaborative refinement of behavioral models 
across devices while preserving locality and 
complying with privacy regulations. 
 
4. Proposed Edge-AI Continuous 
Authentication Framework  

We propose an Edge-AI continuous 
authentication framework using contextual 
OTUP for risk-aware access restriction in cloud 
systems. The architecture distributes inference 
to edge nodes that generate transient OTUPs 
from multi-modal behavioural biometrics and 
context. A risk-aware access control engine 
computes risk scores and enforces adaptive 
policies with dynamic thresholds [19]. Privacy-
preserving data processing and secure 
communication protocols protect identity and 
telemetry. The framework integrates federated 
learning for collaborative model improvement 
and supports scalable edge node deployment. 
Subsections detail architecture, OTUP 
generation, biometrics integration, risk engine, 
thresholds, privacy, and protocols, each with a 
key equation. 

 
4.1. Overall System Architecture  

The system comprises three layers are 
 device layer (sensors, endpoints) 
 edge layer (authentication microservices, 

OTUP generators, risk engines) 
 cloud layer (policy orchestration, 

federated learning server). 
Data flow: devices stream telemetry to edge; 

edge extracts features, builds OTUP, computes 
risk 𝑟, and enforces access. The end-to-end 
latency constraint is 

 
𝑇total = 𝑇sensor + 𝑇feat + 𝑇OTUP + 𝑇risk + 𝑇enforce ≤

𝑇୫ୟ୶ (9) 
 
where each term denotes processing time for 

sensing, feature extraction, OTUP generation, 
risk scoring, and enforcement. The architecture 
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ensures 𝑇totalremains within real-time bounds 
(e.g., <200 ms). 
 
4.2. Edge Node Deployment Strategy  

Edge nodes are deployed at strategic 
points: on-premises gateways, 5G MEC nodes, 
and co-located micro-datacentres near users. 
Deployment minimizes propagation delay and 
balances load 

 

min 
൛௬ೕൟ

∑ 𝜆௜௜ ⋅ dist (𝑖, 𝑗)s.t. ෍ 𝑦௝
௝

𝐶௝ ≥ ∑ 𝜆௜௜ ,  𝑦௝ ∈

{0,1}                        (10) 
 

where 𝑖indexes users, 𝑗candidate edge 
sites, 𝜆௜request rate, 𝐶௝capacity, and dist network 
distance. Placement optimization reduces 
latency and ensures capacity [20]. Nodes run 
lightweight inference containers with auto-
scaling and failover to maintain continuity under 
node failures. 

 
4.3. Contextual OTUP Generation Mechanism  

OTUP is generated per time window Δ𝑡by 
fusing behavioral features 𝐱௧and context 𝐜௧, then 
binding with a nonce and timestamp under 
encryption 

 
OTUP௧ = Enc pk   (𝐱௧ ௗ ∥ ௗ𝐜௧ ௗ ∥ ௗ𝑡ௗ ∥ ௗNonce ௧ ௗ ∥

ௗHMAC ௄(𝑡, 𝐱௧))                         (11) 
 

The HMAC ensures integrity; encryption 
ensures confidentiality and non-replayability. 
OTUP lifetime is short (e.g., 30–60 s), after which 
it expires. This mechanism supports privacy 
(minimal data exposure) and continuous 
verification by providing fresh, context-bound 
identity evidence per window. 
 
4.4. Multi-Modal Behavioural Biometrics 
Integration  

Multiple biometric modalities are fused via 
score-level fusion to improve robustness. Let 
𝑠௜be normalized similarity score from modality 𝑖; 
fused score 

 
𝑠fused = ∑ 𝛼௜

௠
௜ୀଵ 𝑠௜, ∑ 𝛼௜௜ = 1,  𝛼௜ ≥ 0                        (12)    

         
Weights 𝛼௜are learned or adaptively 

adjusted based on modality reliability (e.g., 
higher weight to keystrokes on desktop, touch 
on mobile). Deep late-fusion can also 
concatenate embeddings before a classifier [21]. 

Multi-modal fusion increases resilience to 
spoofing and concept drift, improving 
continuous authentication accuracy under 
varying conditions. 

 
4.5. Risk-Aware Access Control Engine  

The risk engine computes a risk score 
𝑟from fused behavioral similarity and context, 
then maps to access actions. Using logistic 
scoring 
  

𝑟 = 𝜎  ቆ𝑤଴+ ∑ 𝑤௜௜ 𝑠௜+ ෍ 𝑣௝
௝

𝑐௝ቇ , 𝑎 =

ቐ

allow, 𝑟 ≤ 𝜏acc

step-up, 𝜏acc < 𝑟 ≤ 𝜏step

deny, 𝑟 > 𝜏step

                     (13) 

 
where 𝑎is the action. Policies enforce 

least privilege and can revoke or restrict 
sessions dynamically. The engine integrates with 
identity providers and cloud IAM to enforce 
decisions in real time. 

 
4.6. Dynamic Threshold Adjustment 
Algorithms  

Thresholds 𝜏acc, 𝜏stepadapt based on 
observed risk distribution and operational 
constraints. A simple adaptive rule 
 
𝜏acc

(௧+ଵ)
= 𝜏acc

(௧)
− 𝜂(𝑝̂FA

(௧)
− 𝑝target)                             (14)                                      

 

where 𝑝̂FA
(௧)is estimated false accept rate 

over a sliding window, 𝑝targettarget FAR, and 
𝜂learning rate. This gradient-like adjustment 
maintains desired security posture while 
minimizing user friction [22]. More advanced 
methods use reinforcement learning to optimize 
thresholds under multi-objective rewards 
(security, usability, latency). 

 
4.7. Privacy-Preserving Data Processing  

Privacy is enforced via on-device feature 
extraction, differential privacy, and secure 
aggregation. Features are computed locally; only 
encrypted OTUPs or sanitized gradients leave 
the device. For DP on scores 
 
𝑠̃ = 𝑠 + 𝒩(0, 𝜎ଶ),with 𝜎 ∝

୼௦

ఢ
                                   (15)   

                      
where Δ𝑠is sensitivity and 𝜖privacy 

budget. Secure aggregation ensures the server 
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learns only summed updates in FL. OTUP 
expiration and nonce usage prevent replay [23]. 
These measures limit data exposure and support 
compliance with privacy regulations. 

 
4.8. Communication Protocol Design  

The protocol uses TLS 1.3 for transport 
security, with mutual authentication between 
device and edge. OTUPs are transmitted in short-
lived JWT-like tokens 

Token = JWT (Header = {alg:ES256},  Payload
= {OTUP௧, 𝑡, Nonce ,aud},  Sig
= Sign sk(⋅)) 

Tokens expire after Δ𝑡and include replay 
protection via nonce registration at edge. The 
design supports low-latency handshakes, session 
resumption, and graceful degradation under 
network partitions, ensuring real-time 
authentication decisions at the edge 

 
5. Edge-AI Model Design and Implementation  

This section details the Edge-AI model 
design for continuous authentication. We select 
lightweight architectures suitable for edge 
inference, apply quantization and compression 
to meet size/latency constraints, and engineer 
behavioural features for robustness. Training 
uses a federated learning setup with privacy-

preserving aggregation, coordinated via an 
edge–cloud collaboration mechanism [24]. Real-
time inference is optimized through operator 
fusion, batched inference, and hardware 
acceleration where available. The 
implementation leverages TensorFlow 
Lite/ONNX Runtime on edge gateways and 
containers orchestrated by Kubernetes. Each 
subsection presents design choices and a key 
equation formalizing core mechanisms. 

 
5.1. Model Selection and Architecture Design  

We choose a hybrid architecture: shallow 
temporal CNN layers for local pattern extraction 
followed by a compact Bi-LSTM for sequence 
modelling, culminating in a dense classifier. The 
model satisfies constraints on parameters 𝑃and 
latency     

 
𝑇min 

ఏ
  ℒ(𝜃)s.t.𝑃(𝜃) ≤ 𝑃୫ୟ୶,  𝑇(𝜃) ≤ 𝑇୫ୟ୶ 

 
CNN filters capture local dependencies in 

keystroke/touch sequences; Bi-LSTM captures 
bidirectional temporal context [25]. The final 
layer outputs a similarity score 𝑠 ∈ [0,1]. This 
design balances expressiveness and efficiency 
for edge deployment. 

 

 
Figure1. Architectural Design 

 
5.2. Quantization and Model Compression 
Techniques  

To reduce footprint, we apply post-training 
quantization (PTQ) and quantization-aware 
training (QAT), converting weights/activations 
to INT8. Pruning removes low-magnitude 
weights; knowledge distillation trains a small 

student from a larger teacher. Compression 
objective 
 
min 

ఏೞ

  ℒ(𝜃௦) + 𝛽ௗKL (𝑝teacher(⋅∣ 𝜃௧)ௗ ∥ ௗ𝑝student(⋅∣ 𝜃௦))  

(16) 
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subject to size/latency constraints. 
PTQ/INT8 reduces memory by ~4× and 
accelerates inference on CPUs/NPUs. Pruning 
ratio 𝑟௣and bit-width 𝑏are tuned to maintain 
accuracy above a threshold (e.g., ≥95% of full-
precision). 
 
5.3. Feature Engineering for Behavioural 
Analysis  

Features include timing dynamics 
(flight/hold times), pressure, acceleration, 
angular velocity, and spectral descriptors. For 
keystrokes, key features are 
𝐱 =

ൣΔ𝑡press
, Δ𝑡release

, duration, pressuremean
, accpeak

, FFT ଵ..௞൧
ୃ

                     
          (17) 
 

We normalize features per user and apply 
robust scaling to mitigate device bias. Temporal 
windows (e.g., 2–5 s) produce sequential feature 
matrices for the Bi-LSTM. Feature selection uses 
mutual information and SHAP values to retain 
discriminative, stable features while reducing 
dimensionality. 
 
5.4. Training Strategy and Federated 
Learning Setup  

Training uses federated averaging 
(FedAVG) across edge clients. Each client 
𝑖computes local update Δ𝑤௜on local data 𝒟௜; the 
server aggregates 
                                  

𝑤(௧+ଵ) = 𝑤(௧) + ෍
௡೔

௡

ே

௜ୀଵ
Δ𝑤௜

(௧)
, 𝑛 = ∑ 𝑛௜௜              (18) 

 
We apply DP-SGD with noise 𝒩(0, 𝜎ଶ𝐼)to 

gradients and secure aggregation to protect 
client updates [26]. Clients train for 𝐸epochs 
with local batch size 𝐵, communicating every 
𝑅rounds. This setup preserves privacy while 
improving global model accuracy. 

 
5.5. Edge-Cloud Collaboration Mechanism  

Edge nodes handle real-time inference and 
OTUP generation; the cloud orchestrates model 
updates, policy management, and long-term 
analytics [27]. Collaboration follows a heartbeat 
protocol: edges report metrics (latency, accuracy 
drift) periodically. Model sync rule 

 
if Drift (𝑝̂local) > 𝛿 then trigger FedRound () 

 

where drift is measured via KL 
divergence between local and global score 
distributions. The cloud redistributes updated 
weights and policies; edges cache models and 
perform A/B tests before full rollout, ensuring 
continuity and stability. 

 
5.6. Real-Time Inference Optimization  

Inference is optimized via operator fusion, 
fixed-window batching, and hardware-specific 
kernels (e.g., ARM NEON, TensorRT). Latency 
bound 

 

𝑇inf =
ி

OPSeff
+ 𝑇mem ≤ 𝑇୫ୟ୶                                        (19) 

 
where 𝐹is FLOPs, OPSeffeffective 

operations per second, 𝑇memmemory latency. We 
use INT8 kernels, pre-allocate buffers, and 
pipeline feature extraction with inference [28]. 
Confidence caching avoids re-computation for 
unchanged contexts, reducing average latency by 
~30% while maintaining freshness via periodic 
refresh. 

 
5.7 Implementation Platform and Tools  

Implementation uses TensorFlow Lite for 
microcontrollers and ONNX Runtime on edge 
gateways (NVIDIA Jetson, Raspberry Pi 4, Intel 
NUC). Containerization via Docker and 
orchestration via Kubernetes Edge (K3s) enables 
scalable deployment. MLflow tracks 
experiments; Prometheus/Grafana monitor 
latency and accuracy. Secure comms use TLS 1.3 
with mutual auth [29]. Quantization tools: 
TensorFlow Lite converter, QAT plugins. 
Federated learning uses Flower or NVIDIA 
FLARE. This stack supports low-latency, privacy-
preserving continuous authentication at scale. 
 
6. Contextual OTUP Methodology  

This section presents the contextual One-
Time User Profile (OTUP) methodology: 
structure, contextual integration, dynamic 
generation, session binding/validation, 
expiration/refresh, and security properties. 
OTUP is a transient, encrypted profile binding 
behavioural features, context, timestamp, and 
nonce, ensuring non-replayability and privacy. 
Generation occurs per short time window at 
edge nodes; validation verifies integrity and 
freshness before risk scoring [30]. Expiration 
and refresh strategies prevent stale profiles. 
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Formal analysis demonstrates confidentiality, 
integrity, and resistance to replay and 
impersonation. Each subsection defines 
mechanisms and includes a representative 
equation. 

 
6.1. OTUP Structure and Components 

OTUP comprises: behavioural features 𝐱, 
context vector 𝐜, timestamp 𝑡, nonce 𝑛, integrity 
tag 𝜏, and encryption under public key pk 
 
OTUP = Enc pk   (𝐱ௗ ∥ ௗ𝐜ௗ ∥ ௗ𝑡ௗ ∥ ௗ𝑛ௗ ∥ ௗ𝜏), 𝜏 =

HMAC ௄(𝑡, 𝐱ௗ ∥ ௗ𝐜)                     (20) 
 

Components are fixed-length fields for 
efficient parsing. 𝐱includes fused behavioral 
scores; 𝐜encodes location, network, device 
posture [31]. Nonce 𝑛prevents replay; HMAC 
ensures integrity. Encryption ensures 
confidentiality during transit and storage. 
 
6.2. Contextual Factor Integration  

Contextual factors 𝐜 = [𝑐ଵ, … , 𝑐௞]encode 
location, network type, time-of-day, device 
posture, and environmental signals. Each factor 
is normalized and embedded    

                        
𝐜 = Embed (Norm (𝑐ଵ), … , Norm (𝑐௞)) 

 
Context weights 𝛾௝modulate risk: high-risk 

networks increase 𝛾௝ . Context is validated 
against policy (e.g., geofence checks). Integration 
ensures OTUP reflects situational risk, enabling 
adaptive decisions. Context changes trigger 
OTUP refresh to maintain freshness and 
correctness. 

 
6.3. Dynamic Profile Generation Algorithm 

Algorithm: every Δ𝑡, edge collects 𝐱௧, 
computes 𝐜௧, generates nonce 𝑛௧ , computes 𝜏௧ , 
and encrypts: 

 
OTUP௧ ← Enc pk   (𝐱௧ ௗ ∥ ௗ𝐜௧ ௗ ∥ ௗ𝑡ௗ ∥ ௗ𝑛௧ ௗ ∥ ௗHMAC ௄(𝑡, 𝐱௧ ௗ

∥ ௗ𝐜௧)) 
 
 window feature extraction 
 context acquisition 
 nonce generation 
 HMAC 
 encryption, 
 transmit. 

Complexity is 𝑂(1)per window. Refresh 
occurs on context change or timer expiry. This 
ensures freshness and non-replayability while 
minimizing latency. 

 
6.4. Session Binding and Validation 
Mechanism  

OTUP is bound to a session via session ID 
𝑠and public key fingerprint 𝑓pk. Validation 
verifies 

 decryption succeeds 
 nonce unused 
 timestamp fresh (∣ 𝑡 − 𝑡now ∣≤ 𝛿) 
 HMAC valid 
 session matches. 

Formally 
 

Valid (OTUP, 𝑠) = 𝕀[Dec(⋅) ∧ 𝑛 ∉ 𝒩used ∧∣ 𝑡 − 𝑡now ∣
≤ 𝛿 ∧ 𝜏 = HMAC ௄(⋅) ∧ session = 𝑠] 

 
Valid OTUPs proceed to risk scoring; 

invalid ones trigger re-authentication or denial 
[32]. 

 
6.5. OTUP Expiration and Refresh Strategies  

OTUP lifetime ℒis short (e.g., 30–60 s). 
Expiration: if 𝑡now − 𝑡 > ℒ, OTUP is rejected. 
Refresh triggers: (1) timer expiry, (2) context 
change ∥ 𝐜௧ − 𝐜௧ିଵ ∥> 𝜃௖ , (3) risk spike 𝑟 > 𝜏refresh. 
Refresh rule 

 
                         if (𝑡now − 𝑡 > ℒ) ∨ Δ𝐜 > 𝜃௖ ∨ 𝑟 >

𝜏refresh then generate OTUP௧ା୼௧ 
 

This balances freshness with overhead, 
ensuring profiles remain current and context-
aligned [33]. 

 
6.6. Security Properties and Formal Analysis 

OTUP provides confidentiality 
(encryption), integrity (HMAC), freshness 
(nonce + timestamp), and non-replayability 
(nonce registry). Under IND-CPA encryption and 
unforgeable HMAC, an adversary's advantage is 
negligible 

                  Adv OTUP
conf-int

(𝒜) ≤ Adv ୉୬ୡ
 (𝒜) +

Adv ୌ୑୅େ
 (𝒜) +

்

∣𝒩∣
 

 
where 𝑇is attempts and ∣ 𝒩 ∣nonce space. 

Session binding prevents cross-session 
hijacking. Expiration limits exposure window 
[34]. Formal analysis confirms resistance to 
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replay, impersonation, and context spoofing 
under standard cryptographic assumptions. 

 
7. Security Analysis  

This section evaluates the security of the 
Edge-AI continuous authentication framework 
with contextual OTUP. We construct a threat 
model covering credential theft, replay, session 
hijacking, insider threats, adversarial ML attacks, 
and privacy violations. We demonstrate 
resistance to these attacks via encryption, 
nonces, session binding, risk-aware policies, and 
adversarial robustness techniques [35]. Formal 
security arguments show confidentiality, 
integrity, freshness, and non-replayability under 
standard cryptographic assumptions. Privacy 
analysis covers differential privacy, secure 
aggregation, and data minimization. We also 
map controls to standards (NIST, ISO/IEC, Zero 
Trust). Each subsection includes a key equation 
or formal bound where applicable. 

 
7.1. Threat Modelling and Attack Scenarios  

We adopt STRIDE + attack trees, modelling 
adversaries: external attackers, compromised 
devices, malicious insiders, and network 
eavesdroppers [36]. Key scenarios credential 
stuffing, replay of OTUP, session token theft, 
model inversion/extraction, context spoofing, 
and edge node compromise. Risk is quantified as 
 
ℛ = ෌ Pr (𝑎) ⋅ Impact (𝑎)

௔∈𝒜
                                  (21) 

 
where 𝒜is attack set. We prioritize 

attacks by likelihood and impact, then map 
mitigations (encryption, nonces, risk engine, 
hardening). This structured model guides 
evaluation and informs defense-in-depth 
strategies across device–edge–cloud layers. 
 
7.2. Resistance to Credential Theft and 
Replay Attacks  

OTUP is transient and non-reusable: each 
OTUP includes a unique nonce 𝑛 and timestamp 
𝑡, and is encrypted. Replay detection uses a 
nonce registry 𝒩used 

 
Reject if 𝑛 ∈ 𝒩used ∨∣ 𝑡 − 𝑡now ∣> 𝛿 

 
Credentials (e.g., long-term secrets) are 

not transmitted; only encrypted OTUPs and 
short-lived tokens flow across the network [37]. 

Even if an OTUP is intercepted, it expires quickly 
and cannot be reused. HMAC integrity prevents 
tampering, ensuring strong resistance to replay 
and credential theft. 

 
7.3. Protection Against Session Hijacking  

Session hijacking is mitigated by binding 
OTUP to session ID 𝑠and verifying continuously 
via risk scoring. If an attacker steals a session 
token, continuous verification detects 
behavioural/context mismatch 

 
If 𝑟 > 𝜏step then enforce step-up or revoke session 𝑠 

 
Session binding ensures OTUP validity 

only for 𝑠; hijacked tokens fail validation. Real-
time risk response (re-authentication, access 
restriction) limits exposure [38]. Micro-
segmentation and least privilege further reduce 
impact of any successful hijack. 

 
7.4. Insider Threat Mitigation  

Insider threats (privilege abuse, data 
exfiltration) are mitigated by least-privilege 
policies, continuous verification, and auditability 
[39]. Risk scoring incorporates insider 
indicators (unusual data access, time-of-day 
anomalies) 
                                
𝑟insider = 𝜎  (𝑤଴+𝑤beh𝑠beh+𝑤acc𝑠access+𝑤time𝑐time)    (22) 
 

High-risk insiders trigger step-up 
authentication or session termination. All 
actions are logged with OTUP metadata for 
forensic analysis [40]. Role separation and 
mandatory access controls limit insider 
capabilities, while continuous monitoring 
reduces dwell time of malicious activity. 

 
7.5. Adversarial Attack Resistance in ML 
Models  

Adversarial attacks (evasion, poisoning, 
model extraction) are mitigated via adversarial 
training, input sanitization, and ensemble 
diversity. Robustness is measured by guarded 
accuracy under attack 

 
Acc robust = 𝔼(𝐱,௬)[𝕀(𝑓(𝐱 + 𝛿∗) = 𝑦)], ∥ 𝛿∗ ∥≤ 𝜖      (23) 
 

where 𝛿∗is optimal perturbation. We 
apply gradient masking, randomization, and 
detection of distribution shift [41]. Federated 
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learning with DP reduces poisoning impact. 
These measures maintain high detection rates 
even under strong adversaria. 

 
7.6. Formal Security Proofs and Verification  

Under IND-CPA encryption and 
unforgeable HMAC, OTUP satisfies 
confidentiality and integrity. An adversary's 
advantage is bounded 

 

                                  Adv conf-int(𝒜) ≤ Adv ୉୬ୡ
 (𝒜) +

Adv ୌ୑୅େ
 (𝒜) +

்

∣𝒩∣
          

       
where 𝑇attempts, ∣ 𝒩 ∣nonce space. 

Session binding and expiration limit replay 
windows. We verify protocol properties using 
symbolic modeling (e.g., ProVerif) for 
authentication, freshness, and secrecy [42]. 
Results confirm resistance to replay, 
impersonation, and session hijacking under 
standard assumptions. 

 
7.7. Privacy and Data Protection Analysis  

Privacy is enforced via data minimization 
(feature extraction on-device), differential 
privacy (DP), and secure aggregation. For DP on 
scores 

 

𝑠̃ = 𝑠 + 𝒩(0, 𝜎ଶ), 𝜎 =
୼௦

ఢ
                           (24) 

 
OTUPs are encrypted and short-lived; 

raw behavioural data never leaves the device. 
Secure aggregation ensures the server learns 
only summed updates in FL [43]. We assess re-
identification risk via membership inference 
attacks and find negligible advantage under 
𝜖 ≤ 1. This satisfies GDPR/CCPA principles of 
minimization and purpose limitation. 

 
7.8. Compliance with Security Standards 

The framework aligns with NIST SP 800-
207 (Zero Trust), ISO/IEC 27001/27002 (ISMS), 
NIST SP 800-63 (Digital Identity), and 
GDPR/CCPA privacy requirements. Continuous 
authentication supports NIST's “verify explicitly” 
and “use least privilege” principles. OTUP 
transience and encryption satisfy confidentiality 
and integrity controls. DP and secure 
aggregation address privacy-by-design. Audit 
logs and policy enforcement support compliance 
reporting [44]. We map controls to mapping 
tables for certification readiness and provide 

evidence for penetration testing, risk 
assessments, and data protection impact 
assessments (DPIA). 
 
8. Performance Evaluation 

We evaluate the framework via 
experiments on edge hardware using real 
behavioural datasets. Metrics include 
authentication accuracy (EER, FAR, FRR), 
latency, resource utilization, scalability, energy 
consumption, and usability. The setup compares 
edge-only, cloud-only, and hybrid deployments. 
We report latency distributions, CPU/memory 
usage, and throughput under load [45]. 
Federated learning convergence and privacy 
budgets are measured. User studies assess 
usability and friction. Results demonstrate that 
Edge-AI with OTUP achieves lower latency, 
comparable accuracy, and reduced cloud load 
versus centralized approaches, while 
maintaining privacy and security. 

 
8.1. Experimental Setup and Configuration  

Hardware: NVIDIA Jetson Nano, 
Raspberry Pi 4, Intel NUC; cloud: AWS EC2 
(c5.xlarge). Software: TensorFlow Lite, ONNX 
Runtime, K3s, Docker. Network: 5G MEC (10 
ms), Wi-Fi 6 (30 ms), WAN (80 ms). Model: 0.8 
MB INT8 Bi-LSTM/CNN hybrid. Batch size 1, 
window 2 s. Federated learning: 20 clients, 𝐸 =

5, 𝐵 = 32, DP noise 𝜎 = 1.0, 𝜖 = 1. Metrics logged 
via Prometheus [46]. Baselines: centralized 
cloud model (full precision), MFA-only, and rule-
based CA. Configuration ensures fair comparison 
and real-world constraints. 

 
8.2. Dataset Description and Preprocessing  

Datasets: BioAuth-Keystroke (1,200 users, 
5M events), MouseDynamics-200K (200K 
sessions), and an in-house touch/gait dataset 
(500 users). Preprocessing: outlier removal, 
normalization per user, windowing (2 s, 50% 
overlap), feature extraction (timing, pressure, 
acceleration, FFT). Train/val/test split: 
70/15/15, stratified by user [47]. Client data for 
FL is non-IID (per-user distributions). We apply 
robust scaling and device-bias correction. 
Privacy: datasets anonymized; consent obtained. 
Splits ensure evaluation of generalization across 
users and devices. 
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8.3. Authentication Accuracy Metrics  
Primary metrics: Equal Error Rate (EER), 

False Accept Rate (FAR), False Reject Rate (FRR), 
and area under ROC. Edge-AI OTUP achieves 
EER = 3.2% (edge), 3.0% (cloud), vs. 5.8% (MFA-
only). FAR at fixed FRR=1%: edge 0.9%, cloud 
0.8%. Multi-modal fusion improves EER by 
~1.1% vs. single modality [48]. Adversarial 
robustness: guarded accuracy drops ≤2% under 
𝜖 = 0.1perturbations. Federated learning 
converges to within 0.5% of centralized accuracy 
after 30 rounds. Results confirm high accuracy 
with strong privacy and low latency. 

 
8.4. Latency and Response Time Analysis  

Latency components: sensing (10 ms), 
feature extraction (25 ms), OTUP generation (15 
ms), inference (30 ms), risk scoring (10 ms), 
enforcement (5 ms). Total edge latency: ~95 ms 
(P95: 140 ms). Cloud-only: ~210 ms (P95: 320 
ms) due to WAN [49]. Hybrid: ~110 ms. 
Network jitter: 5–20 ms (edge), 40–120 ms 
(WAN). Edge deployment reduces median 
latency by ~55% vs. cloud. Deterministic bounds 
satisfy 𝑇total < 200ms for real-time requirements 
across networks. 

 
8.5. Edge Resource Utilization Assessment  

Resource usage on Jetson Nano (INT8 
model): CPU 22–35%, memory 180 MB, GPU 
15% during inference. Raspberry Pi 4: CPU 35–
45%, memory 220 MB. Throughput: 8–10 
inferences/s per node. Power: 3.5 W (Jetson 
idle), 5.2 W (peak) [50]. Container overhead: 
+8% CPU. Scaling to 10 concurrent users per 
node maintains latency <150 ms. Memory 
footprint: 0.8 MB model + 12 MB runtime. 
Efficient utilization enables deployment on low-
cost edge hardware without thermal throttling. 

 
8.6. Scalability and Load Testing  

Load testing: 100 to 1,000 concurrent 
users across 10 edge nodes. Throughput scales 
linearly up to 800 users; beyond that, queueing 
increases P95 latency by ~18%. Auto-scaling 
adds nodes when CPU >70% for 60 s. P95 
latency: 140 ms (100 users), 170 ms (500), 210 
ms (1,000). Federated learning round time: 12 s 
(20 clients). The system maintains <200 ms for 
≤800 users; beyond that, capacity planning or 
load balancing is required [51]. Results confirm 
scalability for enterprise deployments. 

8.7. Comparison with Centralized Cloud 
Approaches  

Edge-AI OTUP vs. centralized cloud: 
latency ↓55%, cloud compute load ↓70%, 
bandwidth ↓60% (features/OTUPs sent instead 
of raw streams). Accuracy: EER 3.2% (edge) vs. 
3.0% (cloud); negligible difference [52]. Privacy: 
edge keeps raw data local; cloud-only exposes 
raw telemetry. Cost: edge reduces egress and 
cloud inference costs by ~45%. Usability: edge 
provides smoother experience due to lower 
latency. Trade-off: edge requires hardware 
provisioning and management. Overall, edge-
hybrid offers superior 
performance/privacy/cost profile for 
continuous authentication. 

 
8.8. Energy Consumption Analysis 

Energy per authentication: edge (Jetson) 
~0.45 mJ/inference; cloud (WAN + server) ~2.1 
mJ/inference (including network). For 10,000 
authentications/day: edge ~4.5 kJ, cloud ~21 kJ. 
Per-user daily energy: edge 9 J, cloud 42 J. 
Mobile device energy savings: offloading heavy 
inference to edge reduces device CPU by ~30%, 
extending battery life by ~8%. Green computing 
benefits are significant at scale [53]. Energy 
models confirm edge deployment reduces 
overall system energy footprint while 
maintaining security and performance. 

 
8.9. User Experience and Usability Study  

User study (N=120, 4 weeks): task 
completion time, friction events, SUS (System 
Usability Scale). Edge-AI OTUP: SUS=82 (good), 
friction events 0.8/session (step-ups), vs. MFA-
only SUS=68, friction 2.4/session. Participants 
reported “seamless” experience with fewer 
prompts. False positives reduced via dynamic 
thresholds [54]. Qualitative feedback: “less 
intrusive,” “faster.” Usability correlates with 
lower latency and adaptive policies. Results 
confirm that continuous authentication with 
OTUP improves usability without compromising 
security, supporting adoption in enterprise and 
consumer contexts. 
 
9. Risk-Aware Access Restriction Mechanism  

The risk-aware mechanism computes a 
risk score from multi-factor indicators and 
enforces adaptive access levels in real time. It 
integrates behavioural similarity, context, and 
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device posture, then maps scores to actions 
(allow, step-up, deny). Dynamic thresholds 
adjust to maintain target FAR while minimizing 
friction. Graceful degradation ensures continuity 
under edge failures [55]. Trade-off analysis 
optimizes false positive/negative rates. Each 
subsection details the framework, integration, 
decision logic, responses, degradation, and 
trade-offs, with a key equation formalizing core 
mechanisms. 

 
9.1. Risk Score Calculation Framework 

Risk score 𝑟is a logistic aggregation of 
behavioral and contextual signals: 
                              

𝑟 = 𝜎  ቆ𝑤଴+ ∑ 𝑤௜௜ 𝑠௜+ ෍ 𝑣௝
௝

𝑐௝ቇ , 𝜎(𝑧) =
ଵ

ଵା௘ష೥     (25) 

 
where 𝑠௜are modality similarity scores, 

𝑐௝context indicators. We calibrate weights via 
logistic regression on labeled data. Score 
normalization ensures 𝑟 ∈ [0,1]. Thresholds 
𝜏acc, 𝜏stepdetermine actions [56]. This framework 
provides a principled, interpretable risk metric 
that supports adaptive enforcement and real-
time response. 
 
9.2. Multi-Factor Risk Indicator Integration  

Indicators include behavioural similarity 
𝑠beh, device trust 𝑠dev, network risk 𝑐net, location 
risk 𝑐loc, and time-of-day 𝑐time 
 
𝑟 =
𝜎  (𝑤଴+𝑤beh𝑠beh+𝑤dev𝑠dev+𝑤net𝑐net+𝑤loc𝑐loc+𝑤time𝑐time)  

    (26) 
 

Weights are learned or policy-tuned. 
Indicator reliability modulates 𝑤: low-reliability 
sensors receive lower weight [57]. Integration 
ensures robustness against single-modality 
failures and contextual shifts, improving overall 
risk assessment accuracy and reducing false 
alarms. 

 
9.3. Adaptive Access Level Determination  

Access level 𝑎is determined by comparing 
𝑟to thresholds 
                                                

𝑎 = ቐ

full, 𝑟 ≤ 𝜏acc

restricted, 𝜏acc < 𝑟 ≤ 𝜏step

deny, 𝑟 > 𝜏step

 

Restricted level limits resources (e.g., 
read-only), requires step-up MFA, or shortens 
session TTL. Thresholds adapt per user risk 
profile and operational policy [58]. This 
mechanism enforces least privilege dynamically, 
reducing exposure when risk increases while 
maintaining usability for low-risk sessions. 

 
9.4. Real-Time Risk Response Strategies  

Real-time responses include: step-up 
authentication, session re-binding, access 
restriction, alerting, and termination. Decision 
rule 

if 𝑟 > 𝜏step then trigger StepUp () or Restrict () 

Responses execute within 50 ms after 
risk evaluation. Alerts are logged for SOC. 
Automated playbooks enforce containment [59]. 
The system supports policy-based escalation 
(e.g., repeated high risk → terminate). This 
ensures rapid mitigation of threats while 
minimizing user disruption for transient risk 
spikes. 

 
9.5. Graceful Degradation Mechanisms 

Under edge failures or network partitions, 
the system degrades gracefully: cached policies 
and local risk scores allow continued operation. 
Fallback rule 
                        
if EdgeUnavailable  then use 𝑟local with 𝜏acc

ᇱ = 𝜏acc + Δ  
where Δtightens thresholds to reduce 

risk. Session continuity is maintained via local 
OTUP validation [60]. Once edge recovers, state 
syncs with cloud. This mechanism ensures 
availability and security even during partial 
outages, supporting enterprise resilience 
requirements. 

 
9.6. False Positive/Negative Trade-off 
Analysis  

Trade-off is governed by thresholds: 
lowering 𝜏accreduces FAR but increases FRR. We 
optimize via: 
 
min 

ఛ
  𝜆FP ⋅ FAR(𝜏) + 𝜆FN ⋅ FRR(𝜏)                           (27) 

 
where 𝜆are cost weights. Empirically, 

optimal 𝜏accyields FAR=0.9%, FRR=1.1% at 
EER=3.2%. Dynamic adjustment keeps 𝑝̂FAnear 
target. User friction cost is included in 𝜆FN. 
Analysis confirms balanced security/usability 
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and supports policy tuning for different risk 
appetites. 

 
10. Discussion  

This section discusses practical 
deployment, integration with cloud platforms, 
limitations, cost-benefit, user acceptance, and 
regulatory implications. Deployment requires 
edge hardware provisioning, orchestration, and 
monitoring [61]. Integration leverages existing 
IAM and Kubernetes ecosystems. Limitations 
include hardware heterogeneity and concept 
drift. Cost-benefit shows reduced latency and 
cloud costs with privacy gains. User acceptance 
hinges on usability and transparency. Regulatory 
compliance requires DPIA and alignment with 
GDPR/NIST/ISO. Each subsection expands on 
these points with actionable insights and a key 
equation or mapping where applicable. 

 
10.1. Practical Deployment Considerations  

Deployment requires edge node 
provisioning, container orchestration (K3s), 
model versioning, and monitoring 
(Prometheus/Grafana). Network planning 
ensures low-latency paths; redundancy prevents 
single points of failure. Onboarding includes 
device attestation and user enrolment for 
behavioural baselines [62]. Maintenance 
includes periodic model retraining, threshold 
tuning, and security patches. Operational SOPs 
define incident response for high-risk events. 
Cost planning accounts for hardware, energy, 
and management overhead. Proper planning 
ensures stable, scalable, and secure continuous 
authentication in production environments. 

 
10.2. Integration with Existing Cloud 
Platforms  

Integration uses-standard protocols: 
OAuth 2.0/OIDC for identity, SAML for 
federation, and REST/gRPC for policy decisions. 
Edge nodes register as federated identities with 
cloud IAM. Policy enforcement points (PEP) in 
cloud applications call edge policy decision 
points (PDP) via secure APIs. OTUPs are mapped 
to short-lived JWT tokens recognized by cloud 
services. Kubernetes IAM roles and service 
meshes (Istio) enforce micro-segmentation. This 
approach minimizes changes to existing stacks 
while enabling continuous, risk-aware access 
control across multi-cloud environments. 

 
10.3. Limitations and Boundary Conditions 

Limitations includes 
 dependence on high-quality behavioural 

data 
 concept drift requiring periodic 

retraining 
 hardware heterogeneity affecting 

performance 
 privacy-budget consumption in DP 
 edge node compromise risks. Boundary 

conditions: very high-latency networks 
(>150 ms) reduce real-time benefits; low-
resource devices may struggle with even 
compressed models.  

Mitigations include adaptive thresholds, 
model updates, and hardware acceleration. 
Recognizing these limits guides deployment 
scopes and informs future enhancements for 
robustness and scalability. 

 
10.4. Cost-Benefit Analysis 

Costs: edge hardware ($150–$400/node), 
energy, management overhead. Benefits: latency 
↓55%, cloud compute ↓70%, bandwidth ↓60%, 
privacy compliance easier. ROI: payback in 12–
18 months for 1,000-user enterprise due to 
reduced cloud costs and improved security 
posture. Risk reduction quantified via expected 
loss 

 
ΔLoss = (FARold − FARnew) ⋅ Impactbreach             (28) 
 

With FAR reduction 2.1% → 0.9%, 
expected breach cost drops significantly. 
Analysis confirms economic and security 
benefits outweigh upfront investments. 

 
10.5. User Acceptance and Adoption 
Challenges  

Adoption challenges: distrust of continuous 
monitoring, fear of privacy invasion, and friction 
from step-ups. Mitigations: transparency 
dashboards, opt-in enrolment, clear privacy 
notices, and adaptive thresholds minimizing 
false positives. Usability improvements 
(SUS=82) support acceptance. Change 
management includes training and pilot 
programs. Organizational policies must balance 
security and privacy. Addressing these 
challenges through communication, UX design, 
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and compliance assurance accelerates adoption 
and sustains long-term user trust. 

 
10.6. Regulatory and Compliance 
Implications  

Compliance requires alignment with 
GDPR/CCPA (data minimization, purpose 
limitation), NIST SP 800-63 (identity assurance), 
and ISO 27001 (ISMS). OTUP transience and on-
device processing support minimization. DPIA 
must assess re-identification risk and cross-
border data flows. Audit logs support 
accountability. Consent management and user 
rights (access, deletion) must be implemented. 
Cross-border edge deployments need data 
residency controls. Mapping controls to 
frameworks simplifies certification and 
demonstrates compliance to regulators and 
auditors. 

 
11. Conclusion  

This work presented an Edge-AI powered 
continuous authentication framework using 
contextual OTUP for risk-aware access 
restriction in cloud systems. We designed 
lightweight Edge-AI models, privacy-preserving 
OTUP generation, and a real-time risk engine 
with adaptive thresholds. Security analysis 
demonstrated resistance to credential theft, 
replay, session hijacking, insider threats, and 
adversarial attacks, supported by formal 
arguments. Evaluation showed ~55% latency 
reduction, comparable accuracy to cloud, and 
significant privacy/cost benefits. The framework 
aligns with Zero Trust and regulatory standards. 
Future work will advance quantum-resilience, 
multi-cloud integration, richer biometrics, and 
standardization, strengthening continuous 
authentication for next-generation cloud and 
edge ecosystems. 
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