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1. Introduction widely used public-key cryptographic methods

This study addresses the growing need for [1]. To respond to these risks, the proposed
secure authentication in cloud environments framework combines quantum-resilient hybrid
where both classical cyberattacks and future  encryption with behavioural biometrics to
quantum threats must be considered. create a stronger and more adaptive
Traditional login-based systems are often  authentication model. The main idea is to
vulnerable to password theft, phishing, session = support both secure data protection and
hijacking, and replay attacks, while emerging  continuous user verification, so that trust is not
quantum computing capabilities may weaken



established only at
throughout the session.

The motivation for this work comes from
the increasing complexity of cloud access, where
users often connect from multiple devices,
networks, and locations. In such settings, static
credentials are not sufficient because attackers
may gain access through stolen passwords or
compromised tokens [2]. Behavioural
biometrics such as typing rhythm, mouse
movement, and interaction patterns can help
verify whether the current user is the legitimate
account holder. By integrating these behavioural
signals with post-quantum hybrid encryption,
the framework aims to deliver better security,
stronger resilience, and improved usability for
modern cloud systems.

login but maintained

1.1. Background and Motivation

The rapid growth of cloud computing has
increased dependence on centralized identity
and access management, making authentication
a critical security layer for protecting sensitive
data and services. At the same time, classical
public-key cryptosystems face increasing long-
term risk from quantum computing, which has
accelerated interest in post-quantum
cryptography and hybrid migration strategies
[3]. In parallel, behavioural biometrics has
emerged as a practical way to support
continuous authentication because it can
observe user actions in real time rather than
relying only on passwords or one-time login
checks. These three trends together motivate a
framework that is not only quantum-resistant
but also adaptive to cloud usage patterns and
user behaviour.

1.2. Problem Statement

Current cloud authentication systems often
rely on static credentials, traditional MFA, or
isolated security layers that do not fully address
advanced threats such as credential theft,
session hijacking, insider misuse, or future
quantum attacks. Traditional authentication also
tends to stop at login, leaving active sessions
exposed when user context changes or when an
attacker gains partial access [4]. Moreover,
many systems that add extra security layers do
so without integrating cryptographic resilience
and behavioural verification into one coherent
architecture. The problem, therefore, is how to
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design a cloud authentication framework that
remains secure against quantum-era risks while
continuously validating the user in a low-friction
way.

1.3. Objectives and contributions

The main objective of this work is to
develop a layered authentication framework that
combines hybrid encryption with behavioural
biometric verification for cloud environments. A
second objective is to ensure that the framework
remains compatible with current infrastructure
while providing a practical transition path
toward post-quantum security [5]. The
contribution is a model that links cryptographic
protection, continuous identity assurance, and
adaptive authentication decisions into a single
architecture. This integrated approach is
intended to reduce attack surface, improve
resistance to impersonation, and maintain
usability during cloud access and ongoing
session activity.

1.4. Scope of the Work

This work focuses on multi-layer cloud
authentication, with emphasis on hybrid
encryption, behavioural biometric monitoring,
and secure session handling. It covers the design
of  authentication flows, selection of
cryptographic primitives, biometric feature
usage, and the security rationale for combining
these components [6]. The scope does not
attempt to replace all enterprise identity
systems; instead, it proposes an enhancement
layer that can integrate with existing IAM and
cloud access workflows. The discussion also
considers implementation feasibility, privacy
concerns, and the trade-off between stronger
security and user convenience.

2. Related Work and Literature Review

Research in this area spans three major
domains: post-quantum cryptography, hybrid
encryption, and behavioural biometrics. Post-
quantum cryptography has developed rapidly
in response to the threat that quantum
computers pose to classical public-key
algorithms [7]. Hybrid encryption frameworks
have emerged as a practical migration strategy,
allowing systems to use both established and
quantum-safe primitives during a transition
period. Behavioural biometrics has meanwhile
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gained attention as a continuous authentication
technique that can improve account protection
after login.

2.1. Post-quantum Cryptography Overview

Post-quantum cryptography has become a
major research and standardization area
because quantum computers threaten widely
used public-key algorithms. The literature shows
strong attention on lattice-based, hash-based,
code-based, isogeny-based, and multivariate
schemes, with lattice-based methods receiving
particularly strong practical interest for
encryption and key exchange [8]. Recent work
also emphasizes deployment issues such as
implementation efficiency, side-channel
resistance, and compatibility with existing
systems. For a cloud authentication framework,
this body of research is important because key
establishment and secure communication must
remain trustworthy even under future quantum
capabilities.

2.2. Hybrid Encryption Frameworks

Hybrid encryption frameworks combine
classical cryptography with post-quantum
techniques to preserve interoperability while
improving resistance to quantum attacks. The
literature describes layered, composite, and
interoperable hybrid patterns, each balancing
migration ease, performance, and security
differently [9]. Recent reviews also argue that
hybrid approaches are often the most realistic
near-term option because they allow systems to
keep operating while gradually introducing
quantum-safe primitives. In cloud settings,
hybrid encryption is especially valuable because
authentication traffic, session keys, and stored
secrets often pass through multiple trust
domains.

2.3 Behavioural Biometrics in Authentication

Behavioural biometrics uses patterns such
as keystroke dynamics, mouse movement, touch
behaviour, and interaction timing to recognize
users continuously. Research in this area shows
that such signals can support passive
authentication, meaning the system can verify
identity without repeatedly interrupting the
user [10]. The literature also notes that
behavioural data is useful against attacks that
bypass static authentication, including credential
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stuffing, session misuse, and account takeover.
However, studies also highlight challenges such
as behavioural drift, noisy measurements,
spoofing attempts, and the need for careful
threshold tuning.

2.4. Multi-layer Cloud Authentication Models

Multi-layer cloud authentication models
typically combine identity checks across device,
user, session, and contextual layers to improve
assurance. These models are often built around
risk-based authentication or zero-trust ideas,
where trust is continuously reassessed rather
than granted once at login [11]. Recent adaptive

cloud authentication studies show that
integrating  behavioural biometrics = with
contextual signals can reduce compromise

without significantly harming user productivity.
This supports the idea that a layered framework
is more resilient than a single-factor or one-time
authentication process, especially in enterprise
cloud environments.

2.5. Research Gaps

Although  the literature  separately
advances post-quantum cryptography, hybrid
encryption, and behavioural biometrics, fewer
works integrate all three into one cloud
authentication framework. A key gap is the lack
of designs that connect quantum-resilient key
management with continuous behavioural
verification in a coordinated protocol [12].
Another gap is limited practical guidance on how
to preserve usability and privacy while binding
biometric signals to authentication decisions.
This creates room for a framework that treats
cryptographic resilience, behavioural identity,
and cloud-layer orchestration as mutually
supporting components rather than isolated
controls.

3. System Requirements and Threat Model
This section defines the operational,
security, privacy, and usability expectations of
the proposed authentication framework. A cloud
authentication system must do more than verify
a user once; it must remain reliable under
changing contexts, multiple devices, and
evolving attack methods [13]. The framework
therefore needs to satisfy functional goals such
as secure login, continuous verification, session
control, and revocation, while also resisting
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credential theft and adversarial manipulation. A
practical design must also consider privacy
regulations, low-friction user experience, and
deployment  constraints in  multi-cloud
environments. The threat model clarifies what
kinds of attackers are assumed, what assets are
protected, and where the boundaries of trust lie
[14]. In formal terms, the overall security
objective can be expressed as minimizing the
probability of unauthorized access B,,while
preserving legitimate access quality P, ideally
achieving P,, » 0and P, » lunder realistic
system conditions.

3.1. Functional Requirements

The functional requirements describe what
the system must do in order to support secure
and usable cloud authentication. At a minimum,
the framework must support user enrolment,
initial authentication, continuous session
validation, session termination, and credential
or template revocation [15]. It must also
integrate behavioural biometrics and hybrid
encryption without disrupting normal cloud
operations. Since cloud environments often
involve distributed services, the system should
operate across devices, gateways, and backend
identity services while maintaining consistent
policy  enforcement.  Another important
requirement is adaptability: the framework
should be able to increase verification intensity
when risk is high and reduce friction during
normal use. A simple way to represent the
functional decision process is A = f(C,B,R),
where Ais the authentication outcome, Cis
cryptographic  verification, Bis behavioral
evidence, and Ris contextual risk [16]. This
ensures the system responds dynamically rather
than relying on a single static login event.

3.2. Security Requirements

Security  requirements  define  the
protection goals the framework must satisfy
against both present-day and quantum-era
threats. The system must ensure confidentiality,
integrity, authentication, non-repudiation where
needed, and resistance to replay, impersonation,
and session hijacking [17]. Because the design
includes hybrid encryption, the cryptographic

layer should remain secure even if one
component becomes weaker over time.
Behavioural authentication must also be
© 2026 Volume: 05 Issue: 06 | June - 2026
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protected from spoofing, adversarial
manipulation, and template theft. A strong
design should enforce key freshness and
forward secrecy, especially for session
establishment. In abstract terms, the system
should maintain secrecy probability Sclose to 1
and compromise probability Cclose to 0, with
the relationship € =1-S. For example, if a
session key is derived through secure hybrid
exchange, then the compromise of one
mechanism should not automatically expose the
full session [18]. This layered security principle
is especially important for cloud systems where
attackers may target endpoints, networks, or
stored authentication artifacts.

3.3. Privacy Requirements

Privacy requirements ensure that user
data, especially behavioural biometric data, is
handled in a way that minimizes exposure and
misuse [19]. Unlike passwords, behavioural
biometrics cannot simply be changed if leaked,
so the framework must apply stronger
protection to templates, feature vectors, and
metadata. The system should follow data
minimization, purpose limitation, secure
storage, and limited retention principles. It
should avoid unnecessary collection of raw
biometric traces when derived features are
sufficient. Template protection methods such as
hashing, transformation, cancellable biometrics,
or secure storage in trusted modules should be
considered. A useful privacy metric is
information leakage L, which should be
minimized as much as possible, while utility
Ushould remain high: min Lsubject to U = Uyp.
The challenge is to preserve enough biometric
signal for reliable authentication while
preventing reconstruction of original behavioral
patterns [20]. This is especially important in
cloud settings where data may traverse multiple
services, regions, and administrative domains.

3.4. Usability Requirements

Usability requirements focus on making
the security model practical for everyday users.
A system that is too slow, intrusive, or unstable
will not be adopted, even if it is technically
strong [21]. Therefore, the proposed framework
should reduce repeated login prompts, avoid
excessive verification steps, and handle normal
behavioural variation without generating too
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many false alarms. The authentication process
should be smooth enough for routine use while
still reacting to suspicious behaviour. Usability
can be described as a function U = g(T,E,F),
where Tis time cost, Eis user effort, and Fis
friction introduced by security checks. In
general, the goal is to minimize T, E, and F while
keeping assurance high. This is why continuous
authentication is useful it can validate identity
passively in the background rather than
interrupting the user repeatedly [22]. The
framework should therefore balance strong
security with low interaction cost.

3.5. Threat
Assumptions

The threat model defines the likely
attackers and the attack surfaces they may
exploit. The framework should assume external
attackers who attempt phishing, replay,
credential stuffing, malware-based theft, man-in-
the-middle interception, and session hijacking. It
should also assume insider threats,
compromised endpoints, and adversaries with
partial access to logs or metadata [23]. In a
future-oriented view, the model should include
quantum-capable  adversaries that may
eventually = weaken  classical  public-key
protection. The attacker’s success can be
modelled as a probability P;,.., which depends
on access level, computational power, and
available stolen data. A secure design aims to
reduce P, ..across all realistic attack paths. The
framework should also assume that behavioral
data may be noisy, incomplete, or occasionally
spoofed, so decisions must account for
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uncertainty rather than relying on perfect
observations. This makes layered authentication
and risk-based policy essential.

4. Proposed Framework Architecture

The proposed architecture organizes
authentication into multiple coordinated layers
so that encryption, behavioural verification, and
session control work together. A layered design
is important because cloud systems are
distributed and expose multiple points of failure,
including clients, APIs, gateways, identity
providers, and backend services [24]. The
architecture should therefore separate trust-
sensitive functions and ensure that each layer
contributes to the final access decision. The
framework can be understood as a pipeline in
which the wuser first proves cryptographic
legitimacy, then behavioural consistency, and
finally ongoing session trust [25]. The overall
architecture should also support adaptive policy
decisions based on context, risk, and confidence
scores. Mathematically, the system trust score
may be represented as

T=aC+fpB+yX (1)

where Cis cryptographic confidence, Bis
biometric confidence, Xis contextual evidence,
and

a+p+y=1 (2)

This allows the system to combine
evidence rather than relying on any single signal.

Figure-1. Quantum-Resilient Hybrid Encryption Framework



4.1. Overall System Architecture

The overall system architecture consists of
client devices, a secure access gateway, an
authentication engine, a biometric analysis
module, a key management service, and cloud
application endpoints. The client gathers
behavioural signals and participates in
cryptographic handshakes, while the gateway
coordinates authentication requests and policy
checks [26]. The backend verifies keys,
evaluates biometric confidence, and issues
session tokens or access grants. This separation
improves modularity and makes the framework
easier to deploy in existing cloud environments.
A typical flow begins when the client submits
credentials and cryptographic proofs, followed
by biometric verification and then session
establishment. If the architecture is designed
properly, the probability of unauthorized entry
becomes the product of multiple independent
failures, approximately
Punau =P1 X Py X P3 (3)
where each term represents one protection
layer [27]. This layered multiplication is the key
advantage of the framework, because an
attacker must defeat several controls at once.

4.2. Cloud Authentication Layers

The cloud authentication layers represent
distinct checkpoints where identity and trust are
evaluated. The first layer typically verifies the
initial cryptographic identity of the user or
device. The second layer checks behavioural
consistency and contextual signals such as
device posture, location, or session history [28].
The third layer performs continuous monitoring
after login, allowing the system to react if
behaviour deviates from the expected pattern.
This structure is especially suitable for cloud
systems because access is often long-lived and
distributed across services. The authentication
strength can be modelled as

n

Stotar =1 — Hi=1(1 —5i) (4)

where s;is the security contribution of
each layer. As the number of effective layers
increases, the overall assurance improves [29].
However, these layers must be coordinated
carefully to avoid redundant checks or
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contradictory decisions. The design should
therefore make each layer complementary, not
isolated.

4.3. Client-side and server-side components

The client-side components include
biometric capture modules, secure storage for
local secrets, cryptographic libraries, and session
monitoring functions. The server-side
components include the authentication engine,
policy decision point, biometric matching
support, key management, audit logging, and
token issuance services [30]. Client-side
processing is useful because it can reduce
exposure of sensitive behavioural data and
support local trust decisions before data is
transmitted. Server-side processing, on the other
hand, centralizes policy enforcement and
enables global visibility across cloud services. A
clean split between these components improves
security and performance. The security of the
system can be represented as

G=f(9e 9s) (5)

where g.is client trust and gis server
trust. If either side is weak, the overall defense is
weakened. For this reason, the architecture
should avoid placing all trust in one endpoint or
one control plane.

4.4. Data Flow and Control Flow

Data flow describes how authentication
information moves through the system, while
control flow describes how decisions are made
in response to that data. The data flow usually
begins with biometric capture and cryptographic
initialization on the client, followed by secure
transmission to the cloud authentication service
[31]. The control flow processes the evidence,
computes confidence scores, and determines
whether access should be granted, limited, or
denied. During the session, additional
behavioural observations may trigger re-
authentication or revocation. A simple decision
rule may be written as

D =1(wpB+w.C+w.R=0) (6)

where Dis the access decision, Bis
biometric score, Cis cryptographic validation, Ris
risk, and @is the threshold. This structure is
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useful because it makes the policy logic explicit
and tunable [32]. Proper design of data and
control flow is essential to avoid bottlenecks and
to ensure timely reactions to suspicious activity.

4.5. Trust Boundaries

Trust boundaries define where the system
must stop assuming security and begin verifying
it. In cloud authentication, trust boundaries
usually exist between user devices, local
networks, gateways, cloud services, and third-
party infrastructure [33]. The framework must
treat each boundary as potentially hostile unless
proven otherwise. This is especially important
when behavioural data, keys, or session tokens
move across services. Clearly defining trust
boundaries helps determine where encryption is
required, where validation should occur, and
where sensitive data should never be exposed in
raw form. The number of trust boundary
crossings can be approximated as N;,, and the
attack exposure generally increases with Ny, so
the design should reduce unnecessary crossings
whenever possible [34]. Boundaries also help
identify which component is responsible if an
incident occurs. In practical terms, this supports
auditing, segmentation, and least-privilege
access control.

5. Quantum-Resilient Hybrid Encryption
Design

The quantum-resilient hybrid encryption
design aims to protect authentication traffic,
session setup, and key exchange against both
classical and future quantum threats. Hybrid
design is valuable because no single
cryptographic family should be assumed
permanent in the face of rapid technological
change [35]. By combining classical algorithms
with post-quantum primitives, the framework
can maintain interoperability while improving
long-term security. The encryption layer should
support confidentiality, integrity, authentication,
and key freshness. In principle, the hybrid
construction can be represented by dual
protection

K = H(Kqassicar qu) (7)

where the final key depends on both
traditional and post-quantum inputs. This means
the compromise of one component does not
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automatically collapse the whole system [36].
The design should also account for performance
overhead, since cloud authentication requires
responsiveness. Therefore, the cryptographic
workflow must be secure but efficient.

5.1. Cryptographic Design Principles

The design principles of the cryptographic
layer should include defence in depth, algorithm
agility, forward secrecy, and composability.
Defence in depth means the system does not rely
on one primitive or one trust assumption [37].
Algorithm  agility  allows  cryptographic
components to be replaced as standards evolve
or vulnerabilities emerge. Forward secrecy
ensures that compromise of long-term keys does
not reveal past sessions. Composability is
important because the hybrid system must work
correctly when the outputs of multiple
mechanisms are combined. A general security
target can be written as Pr[break] < ¢, where €is a
small acceptable bound. The cryptographic
design should ensure that the effective security
of the combined scheme is not weaker than its
strongest well-constructed part [38]. This is
especially important for cloud authentication
because the system must remain trustworthy
under routine use, high load, and changing
threat conditions.

5.2. Symmetric Encryption Component

The symmetric encryption component is
responsible for protecting the actual data
payload once a secure session key has been
established. = Symmetric  cryptography s
preferred for data encryption because it is fast,
efficient, and suitable for high-volume cloud
communication [39]. Modern authenticated
encryption modes are typically used because
they provide confidentiality and integrity at the
same time. In the hybrid framework, the
symmetric key Kis derived after the key
exchange phase and is used to encrypt session
messages, tokens, and sensitive identity data. A
basic representation of authenticated encryption
is

C = Encg (M) and
(8)

M = Decg (C)

where Mis plaintext and Cis ciphertext. If
integrity is included, the system may also
compute an authentication tag
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T = MACy, (M) 9)

The symmetric layer must use strong key
rotation and should never reuse keys across
unrelated sessions. This provides efficiency
without sacrificing security.

5.3. Post-quantum key exchange component

The post-quantum key exchange
component provides a secure way to establish
shared secrets even in the presence of a
quantum adversary. Its purpose is to replace or
supplement classical key exchange methods that
may become vulnerable over time [40]. In a
hybrid design, the post-quantum secret is
combined with a classical secret to derive the
final session key, reducing dependence on any
one primitive. Conceptually, the shared key can
be expressed as

K = KDF (K Il Kpg) (10)

where KDFis a key derivation function and
ldenotes concatenation. This composition helps
ensure that even if one exchange method is later
weakened, the other still contributes security
[41]. The component should also support
parameter negotiation, validation of public
values, and resistance to tampering. For cloud
authentication, this mechanism is critical
because key exchange happens at the beginning
of trust establishment and therefore protects all
downstream communication.

5.4. Key management strategy

Key management is one of the most
sensitive parts of the entire framework because
even strong encryption can fail if keys are poorly
handled. The strategy should define how keys
are generated, stored, rotated, revoked, and
destroyed [42]. Long-term keys should be
protected using secure hardware modules or
equivalent trusted storage, while short-term
session keys should be ephemeral. The system
should separate identity keys, session keys, and
recovery keys so that compromise of one does
not affect all others. A useful expression for key
lifecycle risk is

R, =P, +P +P. (11)
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where P,is exposure risk during
generation, P, during storage, and B.during reuse
or revocation. Minimizing Rjrequires strict
access control, secure logging, and limited key

visibility [43]. In cloud environments,
distributed key management must also support
synchronization across services without

exposing raw secrets.

5.5. Encryption and decryption workflow

The encryption and decryption workflow
describes how data moves securely through the
hybrid system. During encryption, the client or
gateway initiates a hybrid key exchange, derives
a session key, and then encrypts the payload
using symmetric authenticated encryption [44].
During decryption, the receiving side verifies the
authenticity of the key exchange, reconstructs
the same session key, and decrypts the message
only if integrity checks pass. A simplified
workflow may be written as

Ky = KDF (K || Kyq) (12)

followed by C = Enck (M)and
M = Decy (C). This structure keeps the actual
payload encryption fast while making key
establishment resilient. The workflow should
also support rekeying, so that long sessions do
not depend on one static secret. In practice, this
is essential for cloud systems where messages,
tokens, and authentication artifacts may be
exchanged repeatedly during a user session.

6. Behavioural Biometrics Module

The behavioural biometrics module adds a
dynamic identity layer that observes how the
user interacts with the system over time. Unlike
passwords or OTPs, behavioural traits are
difficult to transfer or steal in a simple way,
making them attractive for continuous
authentication [45]. The module must be able to
capture user interaction signals, extract
meaningful features, and compare them against
an enrolled profile. Since behaviour changes
naturally due to fatigue, environment, and
device differences, the module should tolerate
some variation while still detecting suspicious
deviations. A generic scoring model can be
written as B = h(F,,F,,...,F,), where Fare
behavioral features and Bis the confidence score.
The purpose of this module is not to replace
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cryptographic authentication but to complement
it by reducing the chance of unauthorized
session continuation. In cloud settings, this is
especially valuable because users often remain
active for long periods after login.

6.1. Biometrics modality selection

Modality selection is the process of
deciding which behavioural signals are most
suitable for the target environment. Common
choices include keystroke dynamics, mouse
movement, touch gestures, scroll patterns, and
device interaction timing. The selection should
depend on usability, device diversity, threat
exposure, and data quality. For example, a
desktop-oriented system may rely more on
keyboard and mouse features, while a mobile
system may prefer touch and motion patterns
[46]. The goal is to choose signals that are stable
enough for authentication but still hard for an
attacker to imitate accurately. A practical
selection criterion can be described as

Q =AR —uN +vU (13)

where Ris recognition power, Nis noise
sensitivity, and Uis usability. The best modality
is not always the richest one; it is the one that
balances discriminability and deployment
feasibility. This choice strongly influences later
stages such as feature extraction and matching.

6.2. Feature extraction

Feature extraction transforms raw
behavioural signals into measurable attributes
that can be wused for authentication. For
keystroke dynamics, features may include dwell
time, flight time, typing rhythm, and key press
intervals [47]. For mouse or touch behaviour,
features may include trajectory curvature,
speed, pressure, dwell points, and movement
variance. Good features should be stable for the
same user but different enough across users to
support discrimination. The extracted feature
vector may be represented as

X = [X1, X2, ey Xm ] (14)

Authentication then uses a similarity or
classification function s = f(x,p), where pis the
stored profile. High-quality features reduce false
matches and improve robustness against
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spoofing. However, feature extraction must also
be computationally efficient, because continuous
authentication may run frequently in the
background [48]. This makes feature design a
central part of system performance and
accuracy.

6.3. Template generation and storage

Template generation is the process of
creating a reference representation of a user’s
behavioural profile during enrolment. The
template may be a statistical model, centroid,
classifier parameters, or protected feature
representation rather than raw biometric data.
Storage must be handled carefully because
biometric templates are sensitive and potentially
difficult to replace if exposed [49]. Therefore,
the framework should use protected storage and
avoid keeping unnecessary raw data. A template
can be represented as

p =T(Xq,X3, -, Xp) (15)

where Tis the model-building function. The
storage design should also allow template
updates to reflect natural behavior drift while
preventing unauthorized modification. If
templates are changed too slowly, the system
may reject legitimate users; if changed too
quickly, it may absorb attacker behaviour [50].
This balance is a critical design issue in
behavioral authentication.

6.4. Continuous authentication

Continuous authentication monitors
behaviour throughout the session rather than
only at the login stage. This is particularly useful
in cloud systems because attackers may take
over a session after the initial authentication is
complete. Continuous authentication evaluates
live user interaction and compares it with the
expected profile at regular intervals or event
triggers. The process can be modelled as
repeated scoring B; = h(x;)over time ¢, with
access maintained only if B, > 6. If the score falls
below the threshold for too long, the system may
require re-authentication or terminate the
session [51]. The wvalue of continuous
authentication lies in its ability to detect gradual
misuse, stealthy intrusions, and account sharing.
It is best implemented in a way that is mostly
invisible to the user, so that security improves
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without adding constant interruptions. This
makes it especially suitable for enterprise cloud
access.

6.5. Spoofing resistance and liveness
detection
Spoofing resistance ensures that the

behavioural biometric module can distinguish
real user behaviour from imitation, replay, or
synthetic input. Liveness detection helps confirm
that the observed activity is generated by a live
human user rather than an automated script or
captured trace [52]. The framework should
combine temporal features, context awareness,
anomaly detection, and challenge-response logic
where appropriate. An attacker may try to
replay recorded mouse traces or mimic typing
patterns, so the system must look beyond static
signature matching. One way to describe spoof
resistance is by minimizing the attack success
rate ASR, where

ASR = successful spoofs (16)

spoof attempts

The system should also monitor for
unnatural regularity, impossible timing patterns,
or device-level inconsistencies. Effective
spoofing resistance is essential because
behavioural biometrics is only valuable if it can
detect imitation and replay reliably.

7. Authentication Protocol Design

The authentication protocol design defines
how users are enrolled, validated, monitored,
and removed from the system. A protocol is
needed because the framework must coordinate
cryptographic exchange, biometric evaluation,
session issuance, and revocation in a structured
way [53]. The protocol should be secure,
efficient, and suitable for integration with cloud
identity services. It also needs to support
adaptive decisions so that authentication
strength can increase when risk is elevated. A
general protocol outcome may be modelled as
A; = f(K, B, R;), where A.is the authentication
decision at time t, K:is cryptographic validity,
B.is biometric confidence, and R.is contextual
risk. The protocol should treat enrollment as a
trusted setup stage and make later stages more
flexible but still secure. This section therefore
describes the lifecycle of authentication from
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first registration to re-authentication and

revocation.

7.1. Enrolment phase

The enrolment phase establishes the initial
trust relationship between the user and the
system. During enrolment, the user’s
behavioural profile is captured over multiple
sessions to build a stable baseline. At the same
time, the system may register cryptographic
credentials, device identifiers, and policy
attributes [54]. Because enrolment is the
foundation of all later verification, it must be
carefully protected against impostors. The
protocol may require the user to prove identity
through a stronger initial process before the
biometric template is accepted. The enrolment
result can be represented as Py = g(Xq, Xz, -, Xp),
where Pyis the stored profile. A secure
enrollment phase should also define how
templates are protected, how long raw
observations are retained, and how later
updates are approved. If enrollment is weak, the
entire system'’s security is weakened from the
start.

7.2. Initial login phase

The initial login phase is the first
operational authentication check performed
when a user attempts access. In this phase, the
system verifies the wuser’s cryptographic
material, such as a password-derived factor,
device token, or post-quantum key exchange
result, and then evaluates the behavioural signal
collected during the login interaction. This dual-
step approach prevents reliance on one factor
alone [55]. If both checks succeed, the system
can issue a session token or secure context for
cloud access. A simplified login decision may be
written as

Dy = 1(Cy A By) (17)

where C(yis cryptographic success and
Byis biometric success. The login phase should
be fast enough to avoid user frustration but
strong enough to stop impersonation attempts.
It also sets the confidence baseline for the rest of
the session. This makes it a critical transition
from identity proof to ongoing access.
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7.3. Multi-factor verification phase

The multi-factor verification phase adds
additional assurance by combining multiple
independent proofs before granting or
continuing access. These factors may include
something the user knows, something the user
has, something the user is, and contextual
properties such as device posture or location
[56]. In the proposed framework, behavioural
biometrics acts as a continuous layer rather than
a one-time input, while the cryptographic layer
protects the communication and key exchange.
The combined factor score can be expressed as

S=Xiawis (18)

where s;are factor scores and w;are
weights with Yw; = 1. If the score exceeds the
threshold, access is allowed; otherwise, the
system may step up verification. This phase is
useful because no single factor is perfect, and
combining them improves resilience against
password theft, device compromise, or replay.
The verification phase therefore acts as a risk-
balanced control point.

7.4. Session establishment

Session establishment occurs after the user
has passed the required verification checks and
the system has decided to grant access. During
this phase, secure session keys are created,
tokens are issued, and policy constraints are
attached to the session [57]. The session should
be bound to the authenticated user, device, and
risk context to prevent token reuse in a different
environment. A typical representation of secure
session creation is

Sess = Encg (ID, time, policy) (19)

where the session context is protected by
the established key. The session should also
include expiry time, renewal rules, and
revocation hooks. Strong session establishment
is important because most post-login attacks
target active sessions rather than the login page
itself. By binding the session to both
cryptographic and behavioral evidence, the
framework reduces the chance of unauthorized
continuation. This is especially important in
cloud environments where sessions may span
multiple services and long durations.
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7.5. Re-authentication and revocation
Re-authentication and revocation are the
mechanisms that keep a session trustworthy
after it has started. Re-authentication may be
triggered by time, risk changes, device
movement, unusual behaviour, or service
sensitivity [58]. Revocation occurs when the
system determines that the session or credential
can no longer be trusted. This may happen after
repeated biometric failures, suspicious context,
lost device reports, or policy violations. A
practical re-authentication trigger can be
modelled as R, =1(B; <0,V <0,V X, > 03),
where biometric confidence, cryptographic
health, and contextual risk jointly determine
whether action is needed. Revocation should be
fast and comprehensive so that compromised
tokens cannot continue to operate. A good
design also ensures that revoked sessions
cannot be silently restored without fresh
verification. This final stage closes the loop
between authentication and ongoing trust
management.

8. Implementation Strategy

This section describes how the proposed
framework can be built and deployed in a real
cloud environment. The implementation should
combine secure client software, cloud-side
authentication services, cryptographic libraries,
and biometric processing components into one
coordinated system [59]. A  practical
architecture needs to support compatibility with
existing IAM and KMS services while also
allowing future algorithm updates as post-
quantum standards evolve. Logging, telemetry,
and audit support are also essential because
cloud authentication must be observable and
traceable during operations. The
implementation goal is not only to make the
design work technically, but also to make it
maintainable, measurable, and secure in
production.

8.1. Software and hardware setup

The software and hardware setup should
include a client application, a secure cloud
authentication service, a biometric feature
extraction module, a post-quantum
cryptographic library, and a centralized policy
engine. On the client side, the system may run on
desktops, laptops, or mobile devices with access
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to keyboard, mouse, touch, or motion input
depending on the biometric modality [60]. On
the server side, the system should be deployed
on cloud instances or  containerized
microservices with secure storage for Kkeys,
templates, and logs. Hardware acceleration such
as TPM, HSM, or secure enclave support can
improve protection for secrets and reduce
exposure during cryptographic operations. The
setup should also support testing on realistic
network conditions so that latency, throughput,
and failure handling can be evaluated accurately.

8.2. Client module implementation

The client module is responsible for
collecting behavioural signals, managing local
authentication artifacts, and securely
communicating with the cloud service. It should
capture data such as typing rhythm, mouse
trajectory, or touch patterns, then transform
them into feature vectors for verification [61].
The module should also handle secure key
exchange initiation and transmit only the
minimum required behavioural data to the
backend to preserve privacy. A lightweight local
decision step can be used to block obviously
suspicious activity before it reaches the server,
reducing unnecessary overhead. For example, if
the local biometric confidence score is B.and the
threshold is 6, then access can be locally flagged
when B, < 6. This improves responsiveness and
supports the principle of edge-assisted security.

8.3. Cloud service implementation

The cloud service should host the
authentication engine, risk analyser, policy
manager, and session controller. Its main role is
to validate cryptographic material, compare
behavioural evidence, and issue access decisions
for cloud resources. The service can be
implemented as a set of microservices, allowing
separate scaling of biometric analysis, key
management, and token handling [62]. This
modular structure makes it easier to monitor
performance and update algorithms without
interrupting the entire system. The service
should also support anomaly detection for
continuous authentication, since behavioural
biometrics is strongest when combined with
ongoing monitoring. In practice, the backend
should expose secure APIs for enrolment, login,
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re-authentication, revocation, and audit

retrieval.

8.4. Integration with IAM and KMS

Integration with IAM and KMS is necessary
so the proposed framework can fit into
enterprise cloud security rather than operate as
a standalone prototype. The IAM system should
manage identities, roles, policies, and access
scopes, while the KMS should handle secure key
creation, rotation, storage, and destruction. The
biometric and cryptographic decisions from the
framework should feed into IAM policy
enforcement, so that access can be granted
conditionally based on both user identity and
session confidence [63]. A wuseful rule is
A=1nKnB, where lis IAM authorization, Kis
key validity, and Bis biometric confidence. This
ensures that access is not granted unless all
required controls agree. Integration also
improves operational consistency because
administrators can use existing governance
workflows, logging tools, and incident response
processes.

8.5. Logging and monitoring

Logging and monitoring are essential for
security, auditing, and system improvement. The
framework should record authentication
attempts, confidence scores, key events, session
changes, policy decisions, and revocation actions
in a tamper-resistant manner. Logs should be
structured so that suspicious patterns can be
detected, such as repeated failed biometrics,
unusual session renewals, or repeated key
negotiation errors [64]. Monitoring dashboards
can track metrics like authentication success
rate, false rejection rate, latency, and anomalous
access patterns. In continuous authentication,
log-based visibility helps security teams
understand why a session was flagged or
terminated. The system can also compute a
simple alert score

Sa = WlF + WzR + W3L (20)
where Fis failure count, Ris risk, and Lis

log anomaly level. Proper logging supports both
forensic analysis and compliance obligations.
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9. Security Analysis

Security analysis evaluates how well the
proposed framework protects against
confidentiality loss, unauthorized modification,
quantum attacks, biometric spoofing, and
network-level attacks. Because the system uses
both cryptographic and biometric controls, the
analysis must consider multiple attack surfaces
at once. A layered system is stronger when each
layer compensates for the weakness of another.
The main security question is whether an
attacker can bypass the system without
possessing valid credentials, valid behaviour,
and valid session context simultaneously. A
simple expression for overall compromise
probability is Pomp = Py - P, - P, where Pyis
cryptographic compromise, P,is biometric
compromise, and PFis session compromise.
Lowering each term is the goal of the design. The
following subsections analyze the major security
properties in more detail.

9.1. Confidentiality analysis

Confidentiality means that sensitive
authentication data, templates, keys, and session
payloads remain unreadable to unauthorized
parties. The framework protects confidentiality
through hybrid encryption, secure key exchange,
and controlled access to biometric data.
Behavioural data should be transmitted and
stored in protected form so that even if logs or
traffic are intercepted, the attacker cannot
reconstruct the user’s profile. If the encryption
layer uses authenticated encryption, then both
secrecy and tamper detection are provided. The
confidentiality level may be summarized by

C=1—Ppgk (21)

where Py, is the probability of data
exposure. Strong confidentiality also depends on
key management, because a secure cipher
cannot compensate for exposed keys. This
makes cryptographic hygiene and access control
central to the security model.

9.2. Integrity analysis

Integrity ensures that biometric templates,
authentication messages, session tokens, and
policy decisions cannot be altered without
detection. The system should use authenticated
encryption, message authentication codes, and
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secure transport to protect integrity across all
communication channels. In the cloud setting,
integrity is especially important because
tampered authentication requests or modified
session tokens can lead to privilege escalation.
The integrity condition can be expressed as
I =1 = Pgmper, Where Pigmperis the probability
that an adversary can modify data successfully.
The framework should verify message freshness
and sequence consistency to prevent replay or
substitution attacks. Integrity logging also helps
detect unauthorized changes in stored templates
or policy settings. This makes the architecture
more trustworthy during both enrolment and
operational use.

9.3. Resistance to quantum attacks

Resistance to quantum attacks is one of the
main reasons for using a hybrid design. Classical
public-key cryptography may eventually be
weakened by quantum algorithms, so the
framework includes post-quantum key exchange
and related protections. If the final session key is
derived from both classical and post-quantum
inputs, then compromising the classical side
alone does not reveal the full key. This can be
represented as

K = KDF (K Il Kpg) (22)

which provides redundancy in key
establishment. The design should also allow
algorithm agility so that newer quantum-safe
schemes can replace older ones as standards
mature. This approach reduces migration risk
and supports long-term security planning.
Quantum resistance is therefore built into the
system architecture rather than added later as a
patch.

9.4. Resistance to biometric attacks
Resistance to biometric attacks means the
system can handle spoofing, impersonation,
replayed behaviour, and adversarial
manipulated inputs. Behavioural biometrics is
useful because imitation is difficult, but it is not
immune to attack. The framework should use
liveness detection, temporal analysis, anomaly
detection, and confidence thresholds to reduce
false acceptance. If an attacker replays recorded
mouse paths or automated typing patterns, the
system should detect unnatural regularity or
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mismatch with current context. The attack
success rate can be written as

ASR = Nsuccess (23)

Nattempt

and the objective is to keep ASRas low as
possible. The system should also account for
natural behavior drift so that legitimate users
are not incorrectly rejected. This balance
between robustness and tolerance is central to
reliable biometric authentication.

9.5. Side-channel and replay attack analysis
Side-channel attacks exploit information
such as timing, power use, or observable
behaviour during computation, while replay
attacks reuse previously captured messages or
biometric traces. To resist side-channel
exposure, the implementation should minimize
information leakage from  cryptographic
operations and protect secret handling with
secure hardware where possible.
Randomization, constant-time execution, and
secure enclaves can further reduce leakage risk.
Replay resistance requires nonces, timestamps,
challenge-response validation, and session
freshness checks. A simple replay validity rule is

V =1(trecy — tsena < 4) (24)

where Ais the acceptable freshness
window. If a message falls outside the window
or repeats an earlier nonce, it must be rejected.
These protections are important because many
authentication failures arise not from breaking
encryption, but from reusing old valid data in a
new context.

10. Performance and Evaluation

Performance evaluation measures whether
the proposed framework is practical, efficient,
and accurate enough for cloud deployment. A
secure system that is too slow or too resource-
intensive may not be suitable for real users.
Therefore, evaluation should examine
authentication accuracy, latency, throughput,
scalability, and operational overhead. The
framework should be tested under realistic
workload conditions and with realistic
behavioural variation. A general performance
objective is to maximize security benefit while
minimizing cost, which can be expressed as
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max%, where Sis security gain and Ois
operational overhead. Continuous
authentication systems also need evaluation
over time because behavior changes and long
sessions can reveal drift effects. The following
subsections outline the core evaluation

dimensions.

10.1. Evaluation metrics

The evaluation metrics should include
authentication accuracy, false acceptance rate,
false rejection rate, equal error rate, latency,
throughput, CPU usage, memory usage, and key
establishment overhead. For biometric systems,
the most common metrics are TAR, FAR, FRR,
and EER, which show how well the system
distinguishes legitimate users from impostors.
Cryptographic  evaluation should include
handshake latency and session setup cost,
especially because hybrid encryption may add
computation. A general accuracy measure is
Acc = — XN (25)

TP+TN+FP+FN

where TP, TN, FP, and FNare the usual

classification outcomes. These metrics together
provide a balanced view of both security and
usability. The framework should be evaluated
not only on one-time login accuracy but also on
continuous-session reliability.

10.2. Experimental setup

The experimental setup should define the
hardware, software, datasets, and testing
conditions used to evaluate the framework. It
should include client devices, cloud instances,
network conditions, and the behavioural data
collection environment. The testing process
should simulate realistic user sessions with both
legitimate and malicious activity. If possible,
different device types and input modalities
should be included to test generalization. The
setup should also document the cryptographic
algorithms used, the biometric feature set, and
the policy thresholds. Reproducibility is
important, so  parameter values and
measurement procedures should be recorded
carefully. This allows others to understand how
the reported results were obtained and whether
the framework is likely to work under similar
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conditions. A well-defined setup improves the
credibility of the entire evaluation.

10.3. Authentication accuracy

Authentication accuracy measures how
well the framework accepts legitimate users and
rejects impostors. In this design, accuracy
depends on both the cryptographic result and
the biometric confidence score. A useful
representation is A = w;A, +w,4,, where A_is
cryptographic accuracy and Apis biometric
accuracy. The framework should aim for a low
false acceptance rate because unauthorized
access is more damaging than occasional
inconvenience to users. At the same time, false
rejection must also be controlled so that
legitimate users are not frequently blocked.
Continuous authentication tends to improve
security but can increase false alarms if
thresholds are too strict. Therefore, accuracy
should be measured across different thresholds
and user conditions to identify the best
operating point. This makes the system more
robust and practical for deployment.

10.4. Latency and throughput

Latency and throughput determine how
quickly the system can authenticate users and
how many requests it can process under load.
Latency includes the time for cryptographic
negotiation, biometric feature processing, policy
evaluation, and session issuance. Throughput
measures how many authentication events the
system can handle per second or minute.
Because the framework uses hybrid encryption
and continuous biometric checks, the
performance overhead must be carefully
controlled. The total delay can be modelled as

Ttotal = Tcrypto + Tbio + Tpolicy + Tnet (26)

The design should keep T;,¢q;l0w enough
that users do not perceive the system as slow.
Throughput testing should also include
concurrent users to simulate real cloud demand.
This is important because cloud systems must
remain responsive even during peak access
periods.

10.5. Scalability and overhead analysis
Scalability analysis examines how the
system behaves as the number of users, sessions,
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and authentication checks increases. A scalable
design should maintain acceptable performance
even when deployed across large cloud
environments. Overhead includes CPU cost,
memory use, network traffic, storage usage, and
administrative  burden. Since behavioural
biometrics requires ongoing monitoring, the
system must be careful not to create excessive
resource demand. Overhead may be summarized
as

0:06+0b+01 (27)

where O.s cryptographic overhead,
Opbiometric overhead, and 0;logging overhead.
The framework should be evaluated at multiple
scales to determine whether bottlenecks appear
in client processing, backend analysis, or key
management. A practical system must remain
efficient as it grows, not only in small test cases
but also under realistic enterprise loads.

11. Privacy and Compliance

Privacy and compliance are essential
because the framework processes sensitive
identity data and behavioural biometric
information. Unlike ordinary credentials,
biometric traits are personal, persistent, and
potentially difficult to replace if compromised.
The system should therefore follow strong
privacy-by-design principles and align with
relevant legal and ethical expectations.
Compliance is not only about avoiding penalties;
it also increases user trust and supports
responsible deployment. A general privacy
objective is to minimize unnecessary data
exposure while preserving authentication utility,
which can be expressed as min P05 Subject to
U = Upin. The framework should also support
auditability so that policy decisions can be
reviewed later if needed. These requirements
shape how data is collected, stored, processed,
and deleted.

11.1. Data minimization

Data minimization means collecting only
the information needed for authentication and
no more. In the proposed framework, this
principle is especially important for behavioural
biometrics because raw interaction traces can
reveal more than just identity. The system
should therefore rely on derived features or

Page 988



protected templates instead of raw streams
whenever possible. It should also limit retention
periods and reduce the number of services that
can access biometric data. A minimal data policy
can be described by Dy, = argmin Dsubject to
authentication performance remaining
acceptable. The less unnecessary data that is
retained, the lower the privacy exposure. This
principle also reduces the impact of a breach
because there is less sensitive material available
to steal.

11.2. Template protection

Template protection is necessary because
biometric templates are not like passwords and
cannot easily be replaced if leaked. The
framework should protect templates through
hashing, transformation, secure storage, or
cancellable biometric methods. It may also use
encrypted storage, secure enclaves, or protected
KMS-backed repositories for template handling.
A protected template may be represented as

T, = H(T I s) (28)

where His a cryptographic
transformation and sis a secret salt or transform
key. The purpose is to prevent reconstruction of
the original behavioral signal from stored data.
Template protection should also support
updates and revocation without exposing the
raw biometric history. This is one of the most
important privacy safeguards in the whole
design.

11.3. Consent and user privacy

Consent and user privacy require that
users understand what data is being collected,
why it is collected, and how it will be used.
Because behavioural biometrics can feel less
visible than passwords or OTPs, transparency is
especially important. The system should present
clear notices about enrolment, continuous
monitoring, storage periods, and revocation
policies. Users should also be given meaningful
control over participation where the application
context allows it. A consent-aware design
increases trust and aligns the framework with
ethical deployment. Privacy can also be
reinforced by providing explanations when the
system requests re-authentication or denies
access. This helps users understand that the
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system is responding to risk rather than acting
arbitrarily.

11.4. Regulatory considerations

Regulatory considerations include data
protection laws, sector-specific rules, and
organizational governance requirements.

Depending on deployment context, the
framework may need to align with GDPR, CCPA,
or other privacy frameworks, especially when
biometric data is processed across jurisdictions.
Regulatory design should consider lawful basis,
purpose limitation, storage limitation, access
rights, and breach response. Since cloud systems
often operate internationally, the framework
should be able to support region-specific storage
and processing policies. Compliance is easier
when the system has clear logging, documented
retention rules, and access restrictions. A
compliance score can be thought of as
G = f(P,AR), where Pis policy alignment, Ais
audit quality, and Ris regulatory readiness. This
section is important because technical security
alone does not guarantee lawful or responsible
deployment.

11.5. Audit and accountability

Audit and accountability ensure that
decisions made by the framework can be traced,
reviewed, and justified. Every major action such
as login, re-authentication, session revocation,
key rotation, and template update should leave a
secure record. These records help with incident
response, compliance review, and system
debugging. Accountability also means the system
should be able to explain why access was
granted or denied, at least in policy terms. A
simple audit function may be written as

A, ={ej ey ..., e} (29)

where each e;is a security event. Proper
audit trails improve trust because they make
hidden failures easier to detect. They also
support governance by showing that the system
is operating according to approved rules.

12. Limitations and Future Work

No authentication framework is perfect,
and this proposal has limitations that should be
acknowledged clearly. Behavioural biometrics
can be affected by noise, user fatigue, device
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differences, and gradual drift over time. Hybrid
encryption adds complexity because multiple
cryptographic mechanisms must be managed
correctly. Cloud deployment also introduces
practical constraints such as integration
difficulty, operational overhead, and policy
coordination across services. These limitations
do not invalidate the design; they show where
additional engineering and research are needed.
A realistic future path should improve
robustness, reduce overhead, and make the
system easier to adopt. The following
subsections outline the main gaps and future
directions.

12.1. Current limitations

The current limitations include
dependence on high-quality behavioural data,
potential false rejections, template sensitivity,
and the cost of implementing and maintaining
hybrid cryptography. Continuous authentication
can be effective, but it may not work equally well
across all users or devices. Different
environments may produce different input
patterns, which can reduce consistency. The
system also relies on correct threshold tuning,
and poor parameter choices can weaken both
security and usability. Another limitation is that
the framework assumes the biometric modality
is available and stable enough to support
recognition. In practical deployments, this may
not always be true. These limitations suggest
that the model should be deployed gradually and
tested carefully before large-scale adoption.

12.2. Deployment challenges

Deployment challenges include integrating
the framework  with existing  cloud
infrastructure, ensuring compatibility with 1AM
and KMS, and coordinating policies across
multiple services. Another challenge is balancing
security with performance, since cloud systems
must remain responsive under load. Behavioural
biometrics may also face organizational
resistance because it introduces new privacy
and governance concerns. Security teams may
need additional training to manage post-
quantum algorithms and biometric workflows.
There is also the challenge of secure client-side
implementation across diverse devices and
operating systems. These issues mean the
framework cannot be treated as a drop-in
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replacement; it requires careful planning,
testing, and staged rollout.
12.3. Future enhancements

Future enhancements may include

federated learning for biometric model updates,
stronger privacy-preserving template
protection, improved risk scoring, and more
efficient post-quantum primitives. The system
could also incorporate device attestation,
contextual Al, and adaptive trust policies to
improve decision quality. Another useful
direction is to improve explainability so that
authentication decisions are easier to interpret
by users and administrators. Future versions
might also support multi-modal behavioural
input, combining several signals for better
accuracy. If standardized  post-quantum
algorithms become more efficient, the
framework can update its cryptographic layer
without redesigning the entire system. This kind
of algorithm agility is one of the strongest long-
term benefits of the proposed approach.

12.4. Research directions

Future research should investigate how
behavioural drift affects long-term
authentication accuracy and how to retrain
models safely without exposing sensitive data.
Another direction is to examine how quantum-
safe authentication can be deployed at large
scale across hybrid and  multi-cloud
architectures. It would also be valuable to study
explainable security policies that clarify why the
system changes its authentication strength over
time. Research could further explore secure,
privacy-preserving ways to compare
behavioural templates without revealing raw
features. Side-channel hardening and replay
resistance in real hardware deployments are
also important areas for continued work. These
directions can help move the framework from a
conceptual model to a mature operational
solution.

13. Conclusion

The proposed framework brings together
quantum-resilient hybrid encryption and
behavioural biometrics to strengthen multi-layer
cloud authentication. It addresses current
threats such as credential theft and session
hijacking while also preparing for future
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quantum risks. By combining cryptographic
protection with  continuous behavioural
verification, the framework creates a more
adaptive and resilient security model. The
design also emphasizes privacy, compliance,
logging, and operational feasibility so that it can
be considered for real-world cloud deployment.
Overall, the approach demonstrates that strong
authentication should be both forward-looking
and practical. The final value of the framework
lies in its layered defence, where each
component reinforces the others.
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