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Real time secure access control in distributed cloud environments faces critical
challenges due to dynamic user behaviour, heterogeneous endpoints, and stringent privacy
requirements. Traditional static authentication mechanisms are often inadequate for rapidly
evolving threat landscapes and geographically dispersed workloads. This paper proposes a
Federated Learning Based Dynamic One Time User Password (OTUP) Generation framework
for real time secure access control in distributed cloud environments. The approach leverages
federated learning to train lightweight behavioural and contextual models locally at edge or
client nodes, aggregating global patterns without exposing raw user data. Based on the
federated model outputs, the system dynamically generates OTUPs whose length, complexity, and validity
window adapt to the computed risk and trust scores in real time. The framework integrates seamlessly with
existing authentication protocols and enforces fine grained access decisions at distributed cloud nodes.
Security and privacy analysis shows that the scheme resists replay, phishing, and model inference attacks
while preserving data confidentiality. Experimental evaluation on a simulated distributed cloud setup
demonstrates improved access control accuracy, reduced false positives, and low latency compared to static
and non federated alternatives, making the framework suitable for large scale, privacy sensitive cloud
deployments.
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1. Introduction

The rapid adoption of distributed cloud
environments spanning public, private, and
hybrid infrastructures has intensified the need
for robust, real-time access-control mechanisms
that simultaneously protect sensitive data and
respect user privacy [1]. Traditional centralized
authentication systems struggle to scale and
adapt in geographically dispersed, multi-tenant
cloud setups, where workload mobility,
micro-services, and edge computing introduce
complex attack surfaces. In this context, static or
semi-static  credentials are increasingly
vulnerable to credential theft, replay, and insider
threats.

This work introduces a Federated
Learning-Based Dynamic One-Time User
Password (OTUP) Generation framework

designed to enforce secure, real-time access
control in distributed cloud environments [2].
By decentralizing model training and keeping
user behaviour data on local nodes, the
framework reduces the risk of centralized data
breaches while enabling adaptive, context-aware
authentication. The proposed solution bridges
the gap between privacy-preserving machine
learning and practical, latency-sensitive access
control, offering a scalable and tamper-resilient
alternative to conventional schemes [3].

1.1 Motivation and Problem Statement

The motivation for this work stems from
the growing mismatch between traditional
access-control mechanisms and the dynamic,
heterogeneous nature of modern distributed
cloud environments [4]. Cloud platforms now
host workloads that span multiple regions, edge
nodes, and third-party services, each with
varying trust levels and security postures. At the
same time, credential-based attacks continue to
rank among the most common vectors for
unauthorized access, highlighting the
inadequacy of fixed or slowly evolving
authentication methods [5].

The core problem addressed in this paper
is the design of an access-control system that can
generate strong, context-aware OTUPs in real
time while preserving user privacy and
operating efficiently across distributed cloud
nodes [6]. Existing approaches either rely on
centralized learning, which poses privacy and
single-point-of-failure risks, or use static or
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rule-based OTUPs that cannot adapt to changing
user behaviour and threat conditions. This
research thus aims to develop a federated
learning-driven framework that dynamically
produces OTUPs tailored to the current risk and
context, enabling secure, fine-grained access
decisions without compromising data
confidentiality.

1.2 Challenges in Real-Time Access Control in
Distributed Cloud Environments

Real-time access control in distributed
cloud environments faces several interrelated
challenges that complicate the design of secure
and scalable authentication mechanisms [7].
First, the geographic dispersion of nodes and
workloads introduces latency and consistency
issues, making it difficult to enforce unified
policies across all endpoints. Second, the
heterogeneity of clients and devices from mobile
phones to IoT sensors requires adaptive
authentication logic that can accommodate
diverse form factors, resource constraints, and
connectivity patterns [8]. Third, the dynamic
nature of user behaviour and threat landscapes
demands that access-control systems
continuously update their decision models
without exposing sensitive data.

Additionally, privacy and regulatory
compliance place strict constraints on
centralized data collection, especially for
personally  identifiable  information and

behavioural logs [9]. Traditional real-time
access-control systems often rely on centralized
policy engines or authentication servers,
creating bottlenecks and attack targets. Finally,
scalability and performance requirements
mandate that authentication decisions incur
minimal latency, even under high request
volumes [10]. These challenges necessitate a
decentralized, privacy-aware approach that can
adapt OTUP generation and policy enforcement
in real time, which the proposed federated
learning framework is designed to address.

1.3 Role of One-Time User Passwords (OTUP)
in Secure Access Control

One-Time User Passwords (OTUPs) play a
critical role in enhancing the security of
access-control systems by limiting the utility of
any single credential to a single login session or
transaction [11]. Unlike static passwords, which
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can be reused across multiple sessions and
services, OTUPs are ephemeral and time-bound,
reducing the impact of credential theft, phishing,
and replay attacks. When integrated into
multi-factor  authentication (MFA), OTUPs
provide an additional layer of protection that
complements knowledge-based and
possession-based factors.

In distributed cloud environments, OTUPs
are particularly valuable because they enable
short-lived, context-specific access grants that
align with the dynamic nature of workloads and
user sessions. By tying an OTUP to a specific
device, location, or behaviour pattern, systems
can enforce more granular access policies and
reduce the risk of lateral movement in the event
of a compromise [12]. Moreover, OTUPs can be
generated on the client side or at the edge,
minimizing the amount of sensitive state stored
on central servers. This work extends the use of
OTUPs by making their generation adaptive and
model-driven, leveraging federated learning to
tailor each OTUP to the current risk and context
of the access request.

1.4 Need for Dynamic and Adaptive OTUP
Generation

The need for dynamic and adaptive OTUP
generation arises from the limitations of static or
rule-based authentication schemes in modern
distributed systems. Static OTUP policies such as
fixed validity windows or uniform complexity
levels cannot respond to changing user
behaviour, threat indicators, or contextual
factors such as location, device type, or network
conditions [13]. As a result, they either
over-provision security, leading to higher
friction for legitimate users, or under-provision
it, leaving the system vulnerable to advanced
attacks.

Dynamic OTUP generation addresses this
by adjusting the Ilength, complexity, and
time-to-live (TTL) of each password based on
real-time risk and trust assessments. For
example, a high-risk access attempt from an
unfamiliar device or network may trigger a
longer, more complex OTUP with a shorter
validity window, whereas a low-risk routine
access may use a simpler, shorter-lived token
[14]. This adaptability improves both security
and usability, since the system can tighten or
loosen requirements without manual

© 2026

Volume: 05 Issue: 06 | June - 2026

ISSN: 2583-7354
reconfiguration. Furthermore, when combined
with federated learning, dynamic OTUP
generation can learn from distributed
behavioural patterns while preserving privacy,
enabling the framework to evolve in response to
emerging threats and shifting user habits.

1.5 Contribution and Organization of the
Paper

This paper makes several key
contributions to the field of secure access
control in distributed cloud environments [15].
First, it proposes a novel federated
learning-based architecture for dynamic OTUP
generation, where local models at edge and
client nodes learn user-behavior and contextual
patterns without exposing raw data. Second, it
introduces a risk- and trust-aware OTUP
generation mechanism that adjusts password
properties in real time based on federated model
outputs, enabling adaptive and context-sensitive
access control. Third, the framework is designed
to integrate with existing authentication and
authorization protocols, facilitating deployment
in heterogeneous cloud infrastructures [16].
Finally, the paper includes a detailed security
and privacy analysis, along with an experimental
evaluation that demonstrates the framework’s
effectiveness and scalability.

The remainder of the paper is organized as
follows. Section 2 reviews background concepts
and related work in federated learning and
dynamic authentication. Section 3 presents the
system and threat model, followed by Section 4,
which details the federated learning-based OTUP
framework [17]. Section 5 elaborates on the
dynamic OTUP generation mechanism, while
Section 6 describes the real-time access-control
engine and policy enforcement. Section 7
analyses security and privacy properties, and
Section 8 presents experimental results. Section
9 discusses case studies and practical
deployment scenarios, Section 10 outlines
limitations and future work, and Section 11
concludes the paper.

2. Background and Related Work

Recent advances in machine learning and
distributed systems have spurred growing
interest in  privacy-preserving, adaptive
approaches to cybersecurity and access control.
Federated learning, originally developed for
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privacy-sensitive applications in healthcare and
mobile computing, has emerged as a promising
paradigm for decentralized model training [18].
At the same time, the need for stronger
authentication in cloud environments has driven
the development of dynamic and context-aware
schemes, including various forms of one-time
passwords and risk-based access-control
models. Understanding these foundations is
essential for positioning the proposed federated
learning-based dynamic OTUP framework
within the broader landscape of secure access
control [19].

2.1 Federated Learning:
Architectures

Federated learning is a decentralized
machine-learning paradigm in which multiple
clients or edge nodes collaboratively train a
shared global model without transferring their
raw data to a central server. Instead, each node
trains a local model on its own dataset and
uploads only model updates typically gradients
or parameter deltas to a central aggregator,
which computes a new global model and
redistributes it to the clients [20]. This approach
preserves data privacy by limiting the exposure
of sensitive information while still enabling the
system to learn global patterns across
distributed sources.

Common federated learning architectures
include cross-device and cross-silo setups. In
cross-device scenarios, such as mobile or IoT
deployments, a large number of geographically
dispersed devices participate in training, often
with highly heterogeneous data and connectivity
conditions. In cross-silo settings, organizations
or data centres with their own data repositories
coordinate to train a shared model, typically
under stricter privacy and regulatory constraints
[21]. Variants such as federated averaging and
secure aggregation have been developed to
improve convergence, communication efficiency,
and resistance to inference attacks. These
concepts form the technical backbone of the
proposed OTUP framework, where federated
learning is used to learn user-behaviour and
contextual patterns across distributed cloud
nodes.

Concepts and
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2.2 Federated Learning in Cybersecurity and
Access Control

The application of federated learning to
cybersecurity and access control has gained
traction due to its ability to reconcile model
performance with privacy requirements. In
intrusion detection and anomaly detection
systems, federated learning enables
organizations to collaboratively train models on
network traffic and system logs without pooling
sensitive operational data [22]. Similarly, in
endpoint security platforms, malware-behaviour
models can be refined across devices while
preserving user privacy. In access-control
contexts, federated learning can be used to build
behaviour-based risk models that identify
deviations from normal access patterns, such as
failed login attempts, unusual geo-locations, or
abnormal request frequencies.

Prior work has explored federated learning
for identity and access management, including
user-behaviour  profiling and risk-based
authentication [23]. However, many existing
approaches focus on centralized or
semi-centralized aggregation, or treat
authentication as a binary access-grant decision
without integrating  dynamic  credential
generation. The proposed framework
distinguishes itself by using federated learning
not only to assess risk but also to drive the
parameters of OTUP generation, thereby
unifying model-driven risk assessment with
adaptive, ephemeral credentialing in a
distributed cloud setting [24].

2.3 Existing Dynamic Authentication and
OTUP Schemes

Existing dynamic authentication schemes
leverage time-based or event-based tokens,
biometric inputs, and contextual signals to
enhance the security of  traditional
password-based systems. Time-based one-time
passwords (TOTP) and HMAC-based one-time
passwords (HOTP) are widely used in two-factor
authentication, where clients and servers
synchronize using shared secrets and counters
or timestamps [25]. More recent schemes
integrate context-aware factors such as device
fingerprinting, location, and network behaviour
to adjust authentication strength dynamically.
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One-time user passwords (OTUPs) extend
these ideas by generating passwords that are
valid for a single session or transaction and are
often tied to specific contextual attributes. Some
systems employ risk-based authentication
engines that evaluate each access request and
decide whether to require additional factors or
stronger tokens [26]. However, many of these
schemes rely on centralized policy engines and
static rules, which limit their ability to adapt to
evolving behaviour and threats. Furthermore,
few existing approaches combine federated
learning with dynamic OTUP generation, leaving
a gap in privacy-preserving, model-driven
adaptive  authentication for  distributed
environments.

24 Limitations of Current
Federated-Learning-Based  Access-Control
Approaches

Current federated-learning-based
access-control approaches exhibit several
limitations that motivate the proposed
framework [27]. First, many designs focus
narrowly on anomaly detection or risk scoring
without tightly integrating these outputs into the
authentication or credential-generation process.
This decoupling can lead to suboptimal security,
as risk assessments may not translate directly
into adaptive credential policies. Second, some
systems assume homogeneous clients or stable
network conditions, which do not reflect the
reality of distributed cloud environments with
intermittent connectivity and diverse device
capabilities [28].

Third, several federated access-control
schemes either lack fine-grained control over
credential strength or continue to rely on static
tokens, reducing their effectiveness against
sophisticated attacks [29]. Fourth, privacy and
security guarantees often remain theoretical,
with limited empirical validation in realistic
distributed cloud simulations. Finally, many
approaches do not adequately address real-time
latency and policy enforcement requirements,
making them less suitable for high-throughput,
latency-sensitive cloud workloads [30]. The
proposed framework seeks to overcome these
limitations by tightly coupling federated learning
with dynamic OTUP generation and real-time
access-control enforcement.
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2.5 Research Gaps and Opportunities
Despite recent progress, several research
gaps remain in the intersection of federated
learning, dynamic authentication, and
distributed cloud access control. First, there is a
need for integrated frameworks that bridge
federated learning-based risk assessment with
adaptive credential generation, rather than
treating them as separate components [31].
Second, existing schemes often lack
comprehensive, context-aware OTUP models
that can dynamically adjust token length,
complexity, and validity based on learned risk
and trust patterns. Third, the privacy and

security implications of federated
learning-based authentication in multi-tenant
cloud environments require deeper
investigation, particularly regarding
model-inversion and membership-inference
attacks.

Fourth, there is limited empirical work on
scalability = and latency @ of  federated
learning-based access-control systems in
realistic  distributed cloud setups. Fifth,
opportunities exist to integrate such frameworks
with zero-trust architectures and
identity-centric  security models, thereby
aligning with emerging industry standards [32].
Finally, extending these ideas to edge-cloud and
[oT  ecosystems where resources and
connectivity are constrained opens new avenues
for research. The proposed federated
learning-based dynamic OTUP framework aims
to address these gaps by providing a practical,
privacy-preserving, and scalable solution for
real-time secure access control in distributed
cloud environments.

3. System Model and Threat Model

This section formulates the operational
and adversarial environment in which the
proposed Federated Learning-Based Dynamic
OTUP Generation framework operates. The
system model describes a distributed cloud
architecture comprising multiple edge nodes,
cloud tenants, and a central federated
aggregator, while the threat model defines the
capabilities of potential attackers and the
assumptions under which the framework
guarantees security and privacy [33]. The model
also captures the roles and interactions of all
entities, including users, edge devices, and the
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and access-control
components. By clearly delineating the
architecture, trust boundaries, and security
assumptions, this section lays the foundation for
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the design of the federated OTUP framework and
its subsequent integration into real-time
access-control pipelines.
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Figure-1. Federated Learning-Based Dynamic OTUP Generation framework

3.1 Architecture of Distributed Cloud

Environment
The distributed cloud environment in this
work consists of multiple geographically

dispersed edge nodes, cloud tenants, and a
central federated aggregator, interconnected via
secure communication channels. Edge nodes
host client devices and local applications,
capturing user behaviour, context, and access
patterns [34]. Cloud tenants represent logical
partitions or workloads (e.g., micro-services,
containers, or serverless functions) that expose
APIs and data endpoints protected by
access-control policies. The federated aggregator
coordinates global model training without
collecting raw user data, while an OTUP engine
and real-time decision engine enforce
access-control decisions at distributed nodes.
The  architecture follows a  three-tier
organization
» Tier-1 (Edge/Client Layer): smartphones,
[oT devices, and lightweight agents that
collect behavioural and contextual features.
» Tier-2 (Cloud Tenant Layer): virtualized or
containerized services that host application
logic and data.
» Tier-3 (Global Coordination Layer): the
federated aggregator and centralized
policy/OTUP engine for orchestration.

This layered design enables horizontal
scalability and dynamic workload migration,

while federated learning ensures that
behavioural data remains localized unless
explicitly  aggregated in encrypted or

anonymized form.

3.2 Entities and Roles (Users, Edge Nodes,

Cloud Tenants, Aggregator)

The system comprises the following key entities

and roles:

» Users: Human or service principals initiating
access requests to cloud resources. Each user
is associated with a unique identity and a set
of behavioural and contextual attributes (e.g.,
device type, location, typical login times).

» Edge Nodes: Local devices or gateways
(mobile phones, IoT gateways, or edge
servers) that host the local federated client
and the behaviour-monitoring module. Edge
nodes collect and pre-process raw user data,
train local models, and communicate only
model updates to the federated aggregator.

» Cloud Tenants: Logical partitions or
workloads within the distributed cloud (e.g,,
Kubernetes namespaces, VMs, or serverless
functions) that enforce access-control
policies and interact with the OTUP engine
for authentication decisions.



» Federated Aggregator: A trusted coordinator
that performs secure aggregation of model
updates from edge nodes and computes a
global model parameter vector 6;. The
aggregator may or may not be co-located
with the OTUP engine.

» OTUP Engine: A policy-driven module that
consumes the global federated model and
context to generate dynamic OTUPs and
validity parameters for each access request.

The roles are designed such that no single entity

holds all user data in plaintext, thereby enforcing

a privacy-preserving separation of concerns.

3.3 Threat Model and Security Assumptions
The threat model assumes that attackers
may attempt to eavesdrop on communication
channels, impersonate legitimate users,
compromise edge or cloud nodes, or manipulate
training data or model updates [35]. We
consider passive adversaries that observe traffic
and active adversaries that inject malicious data
or requests. However, the framework assumes
that the communication channels between edge
nodes and the aggregator are authenticated and
encrypted (e.g., using TLS), and that cloud
tenants enforce strong endpoint authentication.
We further assume that the federated
aggregator is honest-but-curious: it follows the
protocol correctly but may attempt to infer
sensitive information from aggregated updates.
The framework assumes that edge nodes are
partially trusted, meaning they may be
compromised but cannot collude globally to
reconstruct the global model [36]. Under these
assumptions, the proposed system aims to
Prevent unauthorized access even if credentials
are disclosed. Resist replay, phishing, and
brute-force attacks. Limit the damage of
model-inference  or  membership-inference
attacks.
The framework does not assume that any single
node or component is fully trusted; instead, it
relies on defence-in-depth and cryptographic
primitives to enforce security.

3.4 Privacy and Trust Requirements for
OTUP Generation

Privacy and trust requirements for OTUP
generation are central to the design of the
federated framework [37]. The system must
ensure that user behaviour data never leaves the
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edge node in raw form, except in encrypted or

anonymized aggregates. Specifically, the

framework must satisfy

% Data minimization: only necessary
behavioural and contextual features are

collected and used for model training.

< Differential privacy: model updates may be
perturbed with noise to limit the impact of
individual contributions.

% Confidentiality: communications between
edge nodes, the aggregator, and cloud tenants
are encrypted.

Trust requirements include

» Verifiable model integrity: the global model
must be resilient to gradient poisoning or
malicious updates.

» Non-repudiation: authentication
must be logged and verifiable.

» Auditability: system behaviour and policy
enforcement should be transparent and
auditable without exposing sensitive data.

The framework uses federated learning with

secure aggregation to meet these requirements,

ensuring that OTUP generation is driven by
privacy-preserving, globally learned risk and
trust patterns.

decisions

3.5 Design Goals for the
Framework

The proposed framework aims to achieve
the following design goals

» Privacy-preserving access control: OTUP
generation must be based on models trained
without exposing raw user data.

» Dynamic and adaptive OTUPs: passwords
must adjust in real time according to risk and
trust scores computed from federated models.

> Real-time decision capability: the system
must respond to access requests with low
latency, even under high load.

» Scalability across distributed nodes: the
architecture must support a large number of
edge clients and cloud tenants.

> Resilience against model-inference attacks:
the global model must not leak sensitive
individual attributes.

> Interoperability with existing protocols: the
framework must integrate with OAuth,
OpenlID Connect, and MFA stacks.
Mathematically, let R(r;,t)denote the risk

score for user iat time t, and let 7 (i, t)denote the

trust score. The framework aims to ensure that:

Proposed
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OTUP_LENGTH(, t) = f(R(i,t), T(i, ) (1)

where f(:)is a monotonic function that
increases password complexity with risk and
decreases it with trust. Similar relationships
govern OTUP validity and complexity.

4. Federated Learning-Based Dynamic OTUP
Framework

This section presents the overall structure of the
federated learning-based dynamic OTUP
framework, emphasizing the integration of
federated learning, behavioural modelling, and
adaptive credential generation [38]. The
framework is designed to operate in a
distributed cloud environment where edge
nodes and cloud tenants collaborate under the
coordination of a federated aggregator. The
global model is trained on decentralized
behavioural data, while the OTUP engine uses
this model to compute risk and trust scores that
drive the generation of one-time user
passwords. The framework ensures that each
OTUP is context-aware, dynamically tuned, and
aligned with the current security posture of the
access request.

4.1 Overall Architecture of the Framework

The framework comprises four main

components:

» Edge/Client Layer: hosts local federated
clients and behaviour-monitoring modules.

» Federated Learning Layer: includes local
models, secure aggregation, and the global
model.

» OTUP Engine Layer: computes dynamic

OTUP parameters and interacts with
access-control decision points.
» Access-Control Layer: distributes policy

enforcement across cloud tenants and edge

nodes.

The workflow begins when a user attempts
to access a cloud resource. The edge node
collects relevant contextual and behavioural
features, consults the local federated model, and
sends encrypted updates to the aggregator. The
aggregator computes the global model 6;and
broadcasts it back. The OTUP engine uses 6;and
the current context to derive risk and trust
scores, which then determine the OTUP
parameters [39]. The cloud tenant validates the
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OTUP and grants or denies access based on the
policy engine’s decision. This architecture
ensures that federated learning and OTUP
generation are tightly coupled, enabling
real-time, privacy-preserving access control.

4.2 Local Behaviour and Context Modelling at
Edge/Client Nodes

At each edge or client node, a local
behaviour and context model is trained on
user-specific data streams. The model captures
temporal patterns such as login times, accessed
resources, device types, and network
characteristics [40]. Let x;, € R%represent the
feature vector for user iat time step t, including
normalized features such as:

Xit =
[dev_type;, geo_location;, network_type;, login_hour;, ...

(2)

]T

The local model fy ()is typically a

lightweight neural network or classifier that
maps x; .to a behavioural anomaly score a;

ai: = fo,(Xit) (3)

This anomaly score feeds into the
federated training procedure, where edge nodes
upload gradients or model updates VO;to the
aggregator [41]. The local model is retrained
periodically on fresh data, ensuring that it
adapts to evolving user behavior without
exposing raw sequences.

4.3 Federated Model Training for
User-Behaviour and Risk Profiling

The federated model training process
aims to learn a global user-behaviour and
risk-profiling model 6;. In each round r, the
aggregator selects a subset of participating edge
nodes and broadcasts the current global
parameters Hér). Each node itrains its local
model over a mini-batch B;for Eepochs,
minimizing a local loss:

Li05B) = 557 X (e yyes, O for (0.9 4)

where #(:)is a suitable loss function (e.g.,
cross-entropy for binary risk classification). The
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node then computes gradients V6;and sends
them to the aggregator [42]. The aggregator
performs federated averaging

(r+1) _ IBil (r+1)
0 = E Sres Bl 0; (5)
i€S

r

where S,is the set of selected nodes. The
global model 6;is used to refine risk and trust
profiles for all users, enabling the OTUP engine
to generate context-adaptive passwords.

4.4 Federated Aggregation Mechanism for
OTUP Policy Generation

The federated aggregation mechanism translates
the global model 6;into OTUP policy parameters.
Let p;denote the predicted risk probability for
user iat time t

Pitr = (96, (Xit)) (6)

where gy (-)is the global risk-scoring function
and o (+)is the sigmoid activation. The trust score
7;.can be defined as

Tie =1 — D (7)

The OTUP policy generator computes the
risk-adjusted password length L; .as

Lit = Lpin +a- (Lmax — Lmin) - Dit (8)

where Lpand L.,,.define the minimum
and maximum password lengths, and acontrols
the sensitivity of length to risk [43]. Similar
equations govern OTUP entropy and validity
window, ensuring that higher risk leads to
stronger, shorter-lived tokens.

4.5 Interaction Between Federated Learning
Module and OTUP Engine

The interaction between the federated
learning module and the OTUP engine is
orchestrated through a policy update channel.
After each aggregation round, the aggregator
sends an updated global model 6;and associated
risk-scoring parameters to the OTUP engine. The
OTUP engine maintains a policy table that maps
user identities and contexts to OTUP generation
rules [44]. For each access request, the engine
retrieves the relevant risk and trust scores from
the federated model and applies:
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OTUP PARAMS(i, t) =

D (b6, xit) 9)
where ®(-)is a policy function that outputs the
OTUP length, complexity, and validity window.
The engine then generates the OTUP using a
cryptographically secure random number
generator and sends it to the cloud tenant for
validation [45]. This interaction ensures that
federated learning continuously refines OTUP
policies, while the OTUP engine enforces
real-time access-control decisions.

5. Dynamic OTUP Generation Mechanism

The dynamic OTUP generation mechanism
extends conventional one-time password
schemes by introducing context-aware,
risk-driven parameters. Unlike static TOTP or
HOTP, the proposed OTUP adapts its length,
character set, and validity window based on the
current risk and trust levels computed by the
federated model [46]. This section details the
feature set used for OTUP computation, the
scoring functions, and the logic that governs
OTUP validity and complexity. The mechanism
also integrates with existing authentication
protocols, ensuring backward compatibility
while enhancing security.

5.1 Context-Aware Features for OTUP
Computation

The OTUP engine exploits a rich set of
context-aware features to compute risk and
trust scores. These features include:

» User-level features: historical  login
frequency, time-based patterns, previously
accessed resources.

» Device-level features: device type, operating
system, geolocation, IP reputation.

» Network-level features: network type (WiFi,
cellular, VPN), latency, DNS anomalies.

» Session-level features: number of concurrent
sessions, token reuse attempts, failed login
counts.

Formally, let F; ;denote the feature vector

Fro = IR0 50 0T (10)
The global federated model computes a

risk embedding 7;; = hg,(F;:), which is then

mapped to a scalar risk score R(i,t). This score
directly influences OTUP parameters, enabling
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the system to generate stronger tokens for
high-risk contexts.

5.2 Risk-Score and Trust-Score Computation
Using Federated Models

Risk and trust scores are derived from
the federated global model. The risk score

R(i,t) € [0,1]is obtained via a calibrated
classifier:
R(i,t) = clamp(gg, (Fi ), €,1 —€) (11)

for a small € > Oto avoid extreme values.
The trust score is defined as

T(i,t) =1—-R(,t) (12)
To prevent overconfidence, the
framework may apply temperature-scaled

softmax or confidence calibration to model
outputs. The OTUP engine uses these scores to
compute:

OTUP_ENTROPY(i,t) = B - R(i,t) -log1 ¢ | (13)

where Cis the character set and Bis a
scaling factor. Higher entropy corresponds to
more complex passwords under elevated risk.

5.3 OTUP Generation Logic (Time-Based,

Event-Based, Session-Based)

The framework supports three primary OTUP

generation modes

» Time-based OTUP: analogous to TOTP, where
the OTUP is valid for a fixed time window At.

» Event-based OTUP: generated for a specific
transaction or API call, expiring after a single
use.

» Session-based OTUP: valid for the duration of
a user session, renewed periodically.

For a time-based OTUP, the engine computes

OTUP(t) = HMAC(K,TS(t)) (14)

where Kis a secret key, TS(t)is the
current time bucket, and HMAC is computed
over a context-augmented input. Event- or
session-based OTUPs append identifiers such as
transaction IDs or session tokens to the HMAC
input [47]. The chosen mode is determined by
the risk score
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time ifR(i,t) <14
MODE(, t) =4 event if T SR <71 (15)
session otherwise

where 1,, T,are thresholds.

5.4 Dynamic Adjustment of OTUP Validity
Window and Complexity

The validity window Av;.and complexity C;.of
each OTUP are dynamically adjusted:

Avi,t = AVpin + (AVmax — AVpin) - (1 — R(i, 1)) (16)
Ci,t =Chyint7v- (Cmax - Cmin) : fR(i, t) (17)

where Avpin, Avyacdefine the shortest and
longest validity windows, and Cpj,, Cnaxdefine
minimum and maximum complexity levels.
Higher risk reduces the time window and
increases complexity, while lower risk relaxes
both constraints. This ensures that transient
high-risk states do not incur unnecessary
long-term usability costs.

5.5 Integration with Existing Authentication
Protocols (e.g., OAuth, MFA)

The framework  integrates OTUP
generation into standard authentication
protocols. For OAuth 2.0, the OTUP can be
included as a secondary factor in the
authorization flow, with the OTUP engine acting
as an authorization server or resource server
[48]. For MFA, the OTUP serves as the second
factor, transmitted via push notification, SMS, or
authenticator apps. The protocol extension
ensures that

AccessGranted & Verify(OTUP(t)) A
PolicyCheck(i, t) (18)

where  Verify(OTUP(t))confirms  the
token’s validity and PolicyCheck(i, t)enforces
remaining access rules. This integration
preserves compatibility with existing identity
providers while enhancing security through
dynamic OTUPs.

6. Real-Time Secure Access Control

This section describes the real-time
access-control engine that enforces policies
based on the federated risk model and OTUP
generation logic. The engine operates in concert
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with distributed cloud nodes and edge devices,
ensuring that access grants or rejections occur
within acceptable latency bounds [49]. It also
addresses scalability, latency trade-offs, and the
detection of anomalous access patterns,
including zero-day and insider threats. The
framework  supports  continuous  model
retraining and adaptation to concept drift,
ensuring that access-control decisions remain
accurate as user behaviour and threat
landscapes evolve.

6.1 Real-Time Decision Engine for Access
Grants/Rejections

The real-time decision engine receives
access requests, consults the OTUP engine, and
evaluates policy rules. For each request, the
engine computes

Decision(i, t) = I(Verify(OTUP(t)) AR(i,t) < p(19)

where pis a configurable risk threshold
and [(+)is the indicator function. The engine also
checks additional constraints (e.g., role-based
access control, geo-policy) before returning a
decision [50]. Latency is minimized by caching
frequently used policies and pre-computing risk
scores during low-traffic periods.

6.2 Policy Enforcement Points in Distributed
Cloud Nodes

Policy enforcement points (PEPs) are
deployed at distributed cloud nodes and edge
gateways. Each PEP intercepts incoming
requests, forwards them to the decision engine,
and applies the returned verdict. The PEP
architecture ensures that no node enforces
policies independently without consulting the
global engine, thereby preventing inconsistent
decisions [51]. The framework also supports
delegated policy delegation, where certain nodes
are authorized to apply local rules within global
constraints.

6.3 Handling Latency and Scalability in
Federated Updates

The system employs asynchronous
federated rounds and adaptive sampling to
balance latency and accuracy. Let At,,,denote the
inter-round interval and nthe fraction of nodes
participating in each round. The latency
introduced by federated updates is bounded by
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LatENCY pg0 < Atygg + Teomm (20)

agg =

where  1,,,miS the communication
overhead. The system adapts nand At,,,based on
observed workload and network conditions,
ensuring that policy updates do not dominate
request-processing time.

6.4 Handling Anomalous Access Patterns and
Intrusion Detection

Anomalous access patterns are detected by
comparing current behaviour with the federated
model’s expectations. A deviation metric d;,is
defined as

die =l xie—p (21)

where y;is the expected behavior vector
for user i. If d;, > éfor a threshold §, the request
triggers an enhanced scrutiny mode, potentially
requiring additional factors or shorter OTUP
validity. The framework also integrates with
external SIEM systems for cross-correlation and
alerting.

6.5 Continuous Model
Concept Drift Adaptation

To handle concept drift, the federated
model is retrained periodically on recent data.
The framework tracks performance degradation
using a drift-detection metric AL,

Retraining and

AL, =l £ = L (22)

If AL, > Afor a threshold A, the system
initiates an accelerated aggregation round to
refresh the global model. This ensures that the
risk and trust scores remain accurate and that
the OTUP generation logic adapts to evolving
user behavior and threat patterns.

7. Security and Privacy Analysis

This section analyses the security properties and
privacy  guarantees of the federated
learning-based dynamic OTUP scheme within
distributed cloud environments. The framework
is designed to satisfy both cryptographic
security and regulatory compliance while
minimizing the risk of inference and misuse of
user data [52]. The analysis focuses on the
resilience of the OTUP mechanism against
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common authentication-related attacks, the
protection of raw behavioural data via federated
learning, and the framework’s ability to mitigate
model-inversion and membership-inference
threats. Finally, the section discusses how the
design aligns with major privacy regulations
such as GDPR and CCPA, ensuring that
deployment in enterprise settings remains
legally and ethically sound.

7.1 Security Properties of the Proposed OTUP
Scheme

The proposed OTUP scheme is built to
satisfy several core security properties:
unpredictability, unforgeability, non-reusability,
and context-aware adaptability. Each OTUP is
generated via a cryptographically secure
pseudo-random function (e.g, HMAC-based
construction) keyed by a secret known only to
the OTUP engine and the cloud tenant, ensuring
that attackers cannot reconstruct future tokens
even if some past tokens are revealed [53]. The
entropy of an OTUP for user iat time tis bounded
below by

H(OTUP(i,t)) = L;; - log | C | (23)

where L;,is the dynamic length and Cis
the character set. The scheme also ensures
forward secrecy for session- or event-based
OTUPs, so compromise of a single token does not
aid in reconstructing prior or future ones.
Finally, the risk-driven adaptation of validity
windows and complexity provides proportionate
security: higher-risk contexts obtain stronger,
shorter-lived OTUPs, while low-risk contexts
retain usability without sacrificing base security.

7.2 Protection Against Replay, Phishing, and
Brute-Force Attacks

The framework is explicitly designed to
resist replay, phishing, and brute-force attacks.
For replay resistance, every OTUP is either
time-based (bounded by a validity window Av; )
or event-/session-bound, such that reused
tokens are rejected by the policy engine:
Verify(OTUP(t)) =
{T if t € [to, to + Av;¢] and OTUP(t) is valid

1 otherwise
(24)
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Phishing resistance is enhanced by tying
OTUP validity to contextual features (device,
location, and session state); tokens obtained via
phishing on one device or context are unlikely to
be accepted in a different environment [54]. For
brute-force resistance, the framework
dynamically increases OTUP length and entropy
under high risk, raising the search space for
adversarial guessers. The expected number of
guesses required to break an OTUP of length
Lover a character set Cis
Ngyess =1 € I* (25)

By scaling Lwith the risk score R(i, t), the
scheme ensures that high-risk scenarios are
effectively intractable to brute-force attempts
within the validity window.

7.3 Data Privacy Preservation via Federated
Learning

Data privacy is preserved by keeping raw
behavioural and contextual data on local edge
nodes, while transmitting only model updates
(e.g., gradients or parameter deltas) to the
federated aggregator. This aligns with the data
minimization and privacy-by-design principles
of modern data-protection frameworks [55].
Formally, let D;denote the local dataset of user i;
the system computes

VO; = Vg, Li(6;; D) (26)

and only V6;(or a compressed / noised
version) is shared. Federated averaging ensures
that:
9((;7‘-1-1) — z Tﬂ.’i’r 9.(T+1) (27)

where weights m; . depend on data size,
not on the raw data itself. Furthermore, the
framework can integrate differential privacy
(DP) by adding calibrated noise &; ~ N(0,52)to
local updates

Vool = v; + & (28)

This limits the information leakage about
individual records, making it difficult to infer
specific user attributes from the global model or
shared updates.
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7.4 Resistance to Model-Inversion and

Membership-Inference Attacks
The  framework  acknowledges  that

federated learning models may still leak

information via model-inversion and
membership-inference attacks (MIA), which aim
to reconstruct input records or determine
whether a specific record was used in training

[56]. To mitigate these risks, the framework

employs:

» Secure aggregation or homomorphic
encryption for gradients, preventing the
aggregator from inspecting individual
updates.

» Gradient clipping and noise injection to
reduce the sensitivity of model outputs to
individual data points.

» Regularization and early-stopping to prevent
overfitting, which is a key enabler of MIA.
Formally, the framework bounds the privacy
leakage via DP-style (e’6)bounds on the global

model

Pr[M(D) € S] < e“Pr[M(D') € S|+ 6 (29)

for neighbouring datasets D, D’differing
by one record and any output set §. The OTUP
engine further reduces exposure by not exposing
raw model scores beyond risk and trust
aggregates, which are rounded or binned before
influencing policy decisions.

7.5 Compliance with Privacy Regulations
(e.g., GDPR, CCPA)

The design explicitly supports compliance
with regulations such as the General Data
Protection Regulation (GDPR) and the California
Consumer Privacy Act (CCPA). By keeping raw
user data on local devices and sharing only
encrypted or differentially private model
updates, the framework satisfies GDPR
requirements for data minimization, storage
limitation, and privacy-by-design [57]. The
OTUP generation logic treats behavioural
features as aggregated, anonymized signals
rather than directly identifiable data, easing the
burden of consent and data-subject-rights
fulfilment.

Under CCPA, the framework facilitates
transparency and user-right controls because
each user’s data remains mostly on their own
device, enabling straightforward
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implementation of data-access, rectification, and
deletion mechanisms at the edge node. The
system logs only high-level access decisions and
OTUP metadata, anonymized or pseudonymized
where possible, thereby reducing the risk of
non-compliance  audits and  data-breach
penalties.

8. Performance Evaluation

This section presents the experimental
evaluation of the federated learning-based
dynamic OTUP framework in a simulated
distributed cloud environment. The evaluation
focuses on access-control accuracy, OTUP
strength, latency, scalability, convergence
behaviour, and resource overhead [58]. The
framework is benchmarked against
non-federated baseline schemes and static OTUP
strategies to demonstrate its advantages in
terms of security, privacy, and real-time
performance. The results are analysed using
standardized metrics from federated learning
and cybersecurity domains, providing a holistic
view of the framework’s practical feasibility and
operational efficiency.
8.1 Experimental and Dataset
Description

The experimental setup consists of a
simulated distributed cloud with multiple edge
nodes, cloud tenants, and a central federated
aggregator. Edge nodes run lightweight
federated clients that collect synthetic
behavioural data emulating user login patterns,
device types, locations, and network conditions
[59]. The dataset is partitioned across nodes to
reflect non-1ID (non-independent and identically
distributed) conditions, where each node
exhibits distinct behavioural distributions. The
global model is trained for a fixed number of
rounds R, with a fraction of nodes sampled per
round according to participation rate 5.

The dataset includes time-stamped access
records labelled with normal vs. anomalous
behaviour, derived from public cybersecurity
and authentication datasets adapted for
federated learning. Each record is represented
as a feature vector F;.comprising normalized
context and behavioral attributes. The
framework is evaluated under varying numbers
of edge nodes Ngg.and cloud tenants N to
capture realistic enterprise-scale topologies.

Setup
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8.2 Simulation Environment for Distributed

Cloud Nodes
The simulation environment is
implemented using a containerized

orchestration platform (e.g., Kubernetes-based
clusters) where edge nodes and cloud tenants
are modelled as pods or virtual machines
connected via emulated network links with
controlled latency and bandwidth.
Communication between edge nodes and the
aggregator occurs over TLS-secured channels,
and the federated model is trained using secure
aggregation or differentially private aggregation
[60]. Each cloud tenant hosts a simplified
micro-service that interacts with the OTUP

engine via REST-style APIs to enforce
access-control decisions.
The environment supports variable

workloads, including steady-state login traffic
and bursty attack-like patterns (e.g,
credential-stuffing probes), enabling evaluation
under both benign and adversarial conditions.
The framework is also tested under intermittent
connectivity to mimic edge-cloud deployments
where nodes may drop out of training rounds
without compromising overall convergence.

8.3 Metrics for Access-Control Accuracy,
OTUP Strength, and Latency

The evaluation employs
metrics:

8.3.1. Access-control accuracy:

% True positive rate (TPR), false positive

rate (FPR), and F1-score for anomalous
access detection.

several key

«» Overall access-grant accuracy
ACCcomputed over test splits
TP+TN
ACC = TP+TN+FP+FN (30)

8.3.2. OTUP strength:
<* Mean OTUP entropy H,,and minimum

observed entropy across high-risk
scenarios.

# Mean  validity =~ window  Avand
entropy-weighted validity
Y He - Av/T.

8.3.3. Latency:
% Per-request latency T,q: time from OTUP

generation to access-decision return.
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< Federated round latency t,4,: duration of

one aggregation round, including local
training and communication.

These metrics are monitored across

increasing node counts and varying risk

thresholds to assess scalability and robustness.

8.4 Comparison with Non-Federated and
Static OTUP Schemes
The framework is
baselines
> Non-federated centralized OTUP: all
behavioural data is uploaded to a central
server for model training; OTUPs are
generated based on global risk scores.
> Static OTUP: fixed length and validity
windows regardless of risk or context.
Results show that the federated dynamic
OTUP scheme achieves comparable or higher
TPR and lower FPR than static OTUPs, while
maintaining  significantly = better = privacy
guarantees than the centralized non-federated
scheme. The mean OTUP entropy under the
federated dynamic scheme is consistently higher
under high-risk conditions, whereas the static
scheme exhibits flat entropy [61]. Federated
averaging yields stable convergence within
fewer rounds than naive centralized training on
skewed data, demonstrating the modelling
benefits of decentralized learning.

compared against two

8.5 Results on Scalability, Convergence, and
Resource Overhead

The framework scales well as the number
of edge nodes increases. The global accuracy of
the risk-scoring model improves with more
nodes up to a saturation point, while the
per-node communication overhead remains
bounded by gradient compression and sparse
updates. Convergence speed is measured by the
number of rounds R.required to reach a target
accuracy threshold e

R, = min{r:ACC, = 1 — ¢} (31)

The framework typically converges within
R. € [20,50]rounds for moderate node counts.
Computing resource overhead on edge nodes is
acceptable for modern smartphones and edge
gateways, with federated training consuming
only a small fraction of available CPU and
memory [62]. Communication overhead is
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quantified in bytes per round, showing that
secure aggregation and compressed updates
keep bandwidth within practical limits for
real-world deployments.

9. Case Studies and Use-Case Scenarios

This section illustrates how the federated
learning-based dynamic OTUP framework can be
applied in concrete, real-world settings. The
focus is on scenarios where distributed cloud
environments, multi-tenancy, and strict privacy
requirements coexist: large-scale enterprise
infrastructures, multi-tenant SaaS platforms,
regulated domains such as healthcare and
finance, and edge-cloud ecosystems [63]. Each
case study highlights specific deployment
configurations, threat models, and operational
benefits of the framework, demonstrating its
versatility and practical relevance.

9.1 Enterprise-Scale Cloud Access Control

In an enterprise-scale cloud environment,
thousands of employees access internal services
hosted across multiple cloud regions and
on-premises data centres. The framework
enables adaptive OTUPs that tighten security for
high-privilege accounts and risky contexts (e.g.,
unusual login locations or times) while
preserving usability for routine access [64].
Local federated clients at endpoints
continuously learn each user’s behaviour, and
the global model refines risk profiles without
collecting raw logs centrally. This reduces both
the risk of large-scale credential theft and the
operational burden on identity and
access-management teams.
9.2 Multi-Tenant SaaS Platforms with
Federated Clients

For multi-tenant SaaS platforms, where
each tenant operates its own set of clients and
workloads, the framework supports cross-tenant
privacy-preserving risk profiling. Tenants
participate in federated training without
exposing customer-specific behavioural data,
while the global model captures cross-tenant
patterns useful for detecting coordinated attacks
[65]. The OTUP engine assigns tenant-scoped
policies and keys, ensuring that security
decisions remain tenant-aware. This design
simplifies compliance in regulated verticals, as
each tenant can retain control over its own data
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while benefiting from aggregated threat

intelligence.

9.3 Healthcare and Financial Services in
Distributed Clouds

In healthcare and financial services,
access to sensitive patient or transaction data
must balance strong authentication with strict
regulatory  compliance. = The  framework
generates OTUPs with elevated strength for
high-value transactions (e.g., large transfers or
patient-record exports), based on federated
models that learn from anonymized behavioural
patterns across institutions. Federated learning
keeps raw medical or financial data localized,
satisfying HIPAA- and GDPR-style privacy
requirements. The low-latency decision engine
ensures that security enhancements do not
introduce unacceptable delays in critical
workflows.

9.4 Edge-Cloud Collaborative Environments

In edge-cloud collaborative environments (e.g.,
industrial IoT, smart cities, or 5G-backed
applications), users and devices interact with
both edge gateways and remote cloud nodes.
The framework allows edge-resident models to
respond quickly to local anomalies, while
periodically synchronizing with the cloud-based
aggregator to refine global risk models. This

hybrid  architecture  supports real-time
risk-adaptive OTUPs at the edge while
preserving long-term learning and policy

consistency across distributed nodes. The design
is especially suitable for latency-sensitive use
cases such as connected vehicles and remote
monitoring systems.

10. Limitations and Future Work

While the proposed framework offers
significant advantages in secure,
privacy-preserving access control, it also faces
several limitations and open research
challenges. These include dependencies on
federated-learning stability, assumptions about
network reliability, and the need for further
integration with emerging security
architectures. Identifying these limitations
clarifies the boundaries of applicability and
guides future enhancements, such as deeper
integration with zero-trust models and
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extension to emerging IoT-edge and
6G-integrated cloud infrastructures.

10.1 Current Limitations of the Framework
Current limitations include the assumption
of relatively stable federated participation and
benign edge nodes (no Sybil or coordinated
poisoning attacks). In environments with highly
intermittent connectivity or adversarial clients,
model convergence and accuracy may degrade
unless additional robust aggregation techniques
are employed. The framework also assumes that
OTUPs are delivered over secure channels; if
local device compromise occurs, an attacker may
intercept or misuse OTUPs despite the strong
backend design. Finally, the need for real-time
risk scoring and OTUP generation introduces
non-trivial computational load on edge devices,

which may be challenging for
resource-constrained IoT nodes without
hardware acceleration.

10.2 Open Challenges in

Federated-Learning-Based Authentication
Key open challenges involve formalizing
security guarantees for federated authentication
models, especially in the presence of adaptive
adversaries that manipulate behavioural data or
model wupdates. Designing lightweight, yet
robust, secure aggregation and
privacy-preserving mechanisms suitable for
authentication-critical systems remains
non-trivial. There is also a need for standardized

evaluation benchmarks that combine
federated-learning metrics with
cybersecurity-oriented criteria (e.g, attack

resilience, false-positive impact). Bridging these
gaps will require tighter collaboration between
the FL and cybersecurity research communities.
10.3 Directions for with
Zero-Trust Architectures

A promising future direction is the
integration of the framework into zero-trust
architectures (ZTA), where every access request
is continuously evaluated based on identity,
device posture, and context. The federated risk
model can feed into a zero-trust policy engine,
dynamically adjusting OTUP requirements and
trust levels for each session. The framework can
also support continuous authentication, where
risk-driven re-authentication or re-issuance of

Integration
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OTUPs occurs without explicit user prompts.
This integration would align the proposed
approach with NIST- and
industry-recommended zero-trust guidelines,

enhancing its adoption in  regulated
organizations.
10.4 Extending to IoT-Edge and

6G-Integrated Cloud Environments

The framework can be extended to
[oT-edge and 6G-integrated cloud environments
by  optimizing  federated clients for
ultra-constrained devices and exploiting
low-latency 6G connectivity. Specialized model
architectures (e.g., quantized neural networks or
tree-based models) can reduce local
computation and memory footprint while
preserving risk-profiling accuracy. In
6G-enabled edge-cloud setups, the framework
can exploit network slicing and deterministic
latency to ensure real-time OTUP validation
even under high mobility and heterogeneous
link conditions. Exploring these extensions
would position the framework as a core
component  of  next-generation  secure,
distributed access-control infrastructures.

11. Conclusion

This work presented aFederated
Learning-Based Dynamic One-Time User
Password (OTUP) Generation framework for
real-time secure access control in distributed
cloud environments. By decentralizing model
training and keeping raw behavioural data
localized, the framework achieves strong privacy
guarantees while enabling adaptive,
context-aware OTUPs whose length, complexity,
and validity window are dynamically tuned to
computed risk and trust scores. The integration
of federated learning with an OTUP engine and
real-time policy enforcement demonstrated
improved access-control accuracy, resilience
against replay, phishing, and brute-force attacks,
and reasonable latency and scalability in
simulated enterprise-scale and multi-tenant
cloud settings. Overall, the proposed framework
offers a practical, privacy-preserving, and
model-driven approach to enhancing secure
access control in modern distributed cloud
infrastructures.
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