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 Cloud computing has transformed digital service delivery, but it has also widened the 
attack surface for identity theft, credential abuse, insider misuse, and data exfiltration. 
Traditional perimeter-based defences are insufficient in modern distributed environments 
where users, devices, and services interact across multiple trust boundaries. This article 
proposes a blockchain-integrated multi-level access control framework using biometric-driven 
one-time user passwords (OTUP) to strengthen zero-trust cloud security. The model combines 
decentralized identifiers, verifiable credentials, biometric verification, blockchain-backed 
smart contracts, and continuous trust scoring to provide fine-grained and tamper-resistant 

access control. The framework improves accountability through immutable audit trails, reduces dependence 
on centralized identity repositories, and strengthens authentication by binding OTUP generation to verified 
biometric presence. It is designed for enterprise and regulated cloud environments where security, 
traceability, and policy consistency are critical.  

Keywords: Zero-trust Security, Blockchain, Biometric Authentication, OTUP, Decentralized Identity, 
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1. Introduction 

Cloud platforms support agility, scalability, 
and remote accessibility, but they also expose 
organizations to complex cyber risks that cannot 
be managed through static perimeter controls 
alone. As workloads move across hybrid and 
multi-cloud infrastructures, security models 

must verify every user, device, and transaction 
continuously. This article introduces a 
blockchain-enabled access control architecture 
that integrates biometric verification and OTUP-
based authentication within a zero-trust 
framework [1]. The aim is to create a secure, 
auditable, and adaptive cloud access 
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environment that resists credential abuse, 
insider compromise, and log tampering while 
maintaining fine-grained authorization across 
resource sensitivity levels. 

 
1.1. Evolution of cybersecurity threats in 
cloud environments 

Cloud threats have evolved from simple 
unauthorized access incidents to sophisticated 
attacks involving credential theft, lateral 
movement, API exploitation, and compromised 
endpoints. Attackers increasingly target identity 
systems because cloud services are heavily 
dependent on remote authentication and 
privilege delegation [2]. Multi-tenant 
infrastructure, rapid workload scaling, and 
extensive API usage have introduced new 
opportunities for misconfiguration and stealthy 
intrusion. At the same time, remote work and 
unmanaged devices have blurred organizational 
boundaries, making trust decisions more 
difficult. These developments show that cloud 
security can no longer depend on network 
location or a single authentication event [3]. 
Instead, security must be dynamic, identity-
centered, and continuously enforced across 
every resource interaction. 

 
1.2. Limitations of traditional security 
models 

Traditional security models rely on the 
assumption that once a user enters a protected 
network, that user can be trusted for a broad 
range of actions. This assumption fails in cloud 
environments because users, devices, 
applications, and services operate across 
distributed and rapidly changing infrastructures 
[4]. Static role assignment, password-based 
authentication, and centralized logging do not 
provide sufficient defence against compromised 
credentials or malicious insiders. In addition, 
perimeter-based controls struggle to secure 
APIs, microservices, and third-party 
integrations. These limitations create gaps in 
visibility, accountability, and policy enforcement. 
As a result, organizations need security 
mechanisms that evaluate each access request in 
context, verify identity repeatedly, and reduce 
dependence on centralized control points that 
can become attractive attack targets [5]. 

 
 

1.3. The need for zero-trust architectures 
Zero-trust architecture is built on the 

principle that no user, device, or application 
should be trusted by default, even when 
operating inside an organizational environment. 
Every access request must be explicitly 
authenticated, authorized, and validated against 
current context. This approach is especially 
relevant for cloud systems, where workloads are 
distributed and threat actors can exploit small 
identity weaknesses to gain broad access [6]. 
Zero trust strengthens least-privilege 
enforcement, reduces lateral movement, and 
supports adaptive policy decisions based on 
behavior, device posture, and resource 
sensitivity. When combined with blockchain and 
biometric verification, zero trust gains stronger 
auditability and more resilient identity 
assurance, making it suitable for high-value 
cloud deployments that require traceable and 
tamper-resistant access governance. 

 
2. Literature Review 

Recent studies show increasing 
convergence between blockchain, decentralized 
identity, multifactor authentication, and zero-
trust cloud security. Researchers have explored 
blockchain-based identity management, smart 
contract access control, biometric verification, 
and privacy-preserving authentication for 
distributed systems [7]. While each of these 
areas has matured individually, fewer studies 
present an integrated framework that combines 
all of them into a unified cloud access control 
model. The literature suggests that decentralized 
trust, strong identity proof, and immutable 
logging are essential for securing dynamic cloud 
environments, but operational trade-offs in 
scalability, latency, and interoperability remain 
important concerns. 

 
2.1. Blockchain-based authentication and 
access control systems 

Blockchain has been widely studied as a 
decentralized mechanism for storing 
authentication events, enforcing policies, and 
maintaining tamper-resistant records [8]. In 
access control contexts, smart contracts can 
automate authorization decisions and ensure 
that policy execution is transparent and 
consistent across participating nodes. 
Blockchain also reduces dependence on a single 
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centralized identity repository, which lowers the 
risk of catastrophic compromise. Permissioned 
networks are especially attractive for enterprise 
use because they provide stronger control over 
validators and improved performance relative to 
public chains [9]. However, blockchain-based 
access systems can still face latency challenges 
and require careful design to avoid exposing 
sensitive identity data. Current literature 
supports blockchain as a strong foundation for 
secure, auditable access management when 
paired with privacy-aware identity mechanisms. 

 
2.2. Biometric authentication methods 

Biometric authentication has become a 
strong alternative to password-only login 
because biometric traits are more closely bound 
to the legitimate user than memorized 
credentials [10]. Fingerprint, face, iris, and 
behavioural biometrics are commonly used to 
verify identity, often as part of multifactor 
authentication systems. Modern biometric 
engines use advanced feature extraction and 
matching methods to improve reliability, but 
they also face risks such as spoofing, sensor 
noise, and privacy leakage. Liveness detection 
and protected template storage are therefore 
essential design requirements. In cloud security, 
biometrics are particularly useful because they 
establish physical-user presence and reduce the 
risk of credential sharing [11]. The literature 
supports biometric authentication as a powerful 
identity layer when combined with secure 
processing, template protection, and contextual 
risk evaluation. 

 
2.3. One-time password (OTP) mechanisms 

One-time password mechanisms improve 
authentication security by generating 
credentials that are valid for only a short period 
or a single transaction. Unlike static passwords, 
OTPs are less useful to attackers once 
intercepted, especially when combined with 
contextual verification or device binding [12]. 
Traditional OTP systems such as time-based or 
counter-based methods remain widely used, but 
they still face phishing, replay, and interception 
risks if deployed without additional safeguards. 
Recent work suggests that stronger OTP systems 

should incorporate user context, cryptographic 
binding, and multifactor triggers. In this article, 
OTUP extends the OTP concept by linking 
password generation to successful biometric 
verification and user-specific identity context, 
thereby creating a more secure and personalized 
authentication factor for zero-trust cloud 
systems [13]. 

 
2.4. Zero-trust security frameworks 

Zero-trust security frameworks are 
increasingly recognized as necessary for cloud-
native environments because they emphasize 
explicit verification, least privilege, continuous 
monitoring, and breach assumption [14]. Rather 
than relying on trust inherited from network 
location, zero trust evaluates every access 
request according to identity, device posture, 
application context, and resource sensitivity. 
Current research shows that zero trust can 
reduce lateral movement, improve policy 
granularity, and support secure access across 
hybrid infrastructures. However, effective zero-
trust implementation requires reliable identity 
systems, context-aware enforcement, and 
comprehensive visibility into user and system 
behavior. These requirements make blockchain, 
biometrics, and decentralized identity attractive 
complementary technologies [15]. The literature 
therefore supports zero trust as the strategic 
security model within which stronger access 
control mechanisms can be systematically 
integrated. 

 
2.5. Integration challenges and existing gaps 

Although prior studies address blockchain, 
biometrics, OTP systems, and zero trust 
separately, fewer works fully integrate them into 
a single operational framework for cloud 
environments. Major gaps remain in 
interoperability, privacy preservation, smart 
contract governance, and scalability under high 
authentication volume [16]. Biometric systems 
raise concerns about protected storage and legal 
compliance, while blockchain introduces 
consensus overhead and data visibility 
constraints.  
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Table-1. Comparative Analysis of Existing Security Approaches 
Approach Key Strength Limitation Relevance to 

Proposed Work 
Traditional 
password-
based 
authentication 

Simple and low 
cost 

Vulnerable to theft and 
reuse 

Insufficient for zero-
trust cloud security 

OTP-based 
authentication 

Time-limited 
credential 
protection 

Susceptible to phishing 
and replay if isolated 

Improved further 
through biometric 
binding 

Biometric 
authentication 

Strong user 
identity assurance 

Privacy and spoofing 
concerns 

Strengthened through 
liveness detection and 
protected templates 

Blockchain-
based access 
control 

Tamper-resistant 
logging and 
decentralized 
trust 

Latency and scalability 
overhead 

Suitable for auditable 
zero-trust 
enforcement 

Zero-trust 
access control 

Continuous 
verification and 
least privilege 

Complex implementation Core security model of 
the proposed 
framework 

 
Zero-trust models also require 

continuous monitoring, which can be difficult to 
combine with decentralized architectures unless 
policies and event logging are carefully 
coordinated [17]. These gaps justify the need for 
a unified design that combines decentralized 
identity, biometric-linked OTUP generation, 
hierarchical access control, and blockchain-
backed accountability into a practical model for 
secure cloud deployment. 

 
3. Theoretical Framework 

The proposed framework is grounded in 
five theoretical pillars: zero-trust verification, 
blockchain immutability, hierarchical access 
control, biometric identity assurance, and time-
bound password generation [18]. Together, 
these pillars form a multi-layered model in 
which no single credential or trust assumption is 
sufficient for access approval. Every request is 
evaluated through identity proof, biometric 
validation, contextual analysis, and policy 
enforcement. Blockchain serves as the 
distributed trust infrastructure, while access 
control logic is implemented through smart 
contracts and security-level mapping [19]. This 
structure creates a defensible and traceable 
foundation for secure cloud interactions. 

 
 
 

3.1. Zero-trust security principles 
Zero trust is based on the principles of 

explicit verification, least privilege, and 
assumption of breach. Each access request is 
treated as potentially hostile until proven 
otherwise through identity, context, and policy 
evaluation [20]. A user’s trust score can be 
modelled as 

 
𝑇 = 𝑤ଵ𝐼 + 𝑤ଶ𝐷 + 𝑤ଷ𝐵 + 𝑤ସ𝐶 

 
where 𝐼is identity assurance, 𝐷is device 

posture, 𝐵is behavioral consistency, 𝐶is 
contextual reliability, and the weights sum to 1. 
Access is allowed only when 𝑇exceeds a required 
threshold [21]. This theoretical structure allows 
the framework to adapt authorization decisions 
according to user behavior, device health, and 
resource sensitivity rather than relying on static 
trust assumptions. 

 
3.2. Blockchain technology fundamentals 

Blockchain is a distributed ledger in which 
records are stored across multiple nodes and 
linked cryptographically to prevent undetected 
modification [22]. Each block contains 
transactions, a timestamp, and the hash of the 
previous block. This chaining creates integrity 
and traceability across the entire ledger. A 
simplified block hash relation is 
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𝐻(𝐵௜) = 𝑆𝐻𝐴256(𝐻(𝐵௜ିଵ) ∥ 𝑇௜ ∥ 𝑡௜) 
 

where 𝑇௜is the transaction data and 𝑡௜is 
the timestamp. In this framework, blockchain is 
used to record access events, store policy states, 
and support immutable audit trails [23]. 
Permissioned blockchain models are especially 
suitable because they offer stronger control, 
faster validation, and enterprise-oriented 
governance. 

 
3.3. Multi-level access control models 

Multi-level access control organizes users 
and resources according to hierarchical 
sensitivity levels such as public, confidential, 
secret, and critical [24]. A user can access a 
resource only when the assigned clearance is 
sufficient for the resource classification. This can 
be represented as 
 

𝐴𝑐𝑐𝑒𝑠𝑠(𝑢, 𝑟) = 1 if 𝑈𝐶(𝑢) ≥ 𝐶𝐿(𝑟) 
 

where 𝑈𝐶(𝑢)is user clearance and 𝐶𝐿(𝑟)is 
resource classification. The framework also 
supports category constraints, contextual 
restrictions, and role inheritance, which allow 
permissions to reflect organizational 
responsibilities and operational risk [25]. This 
model ensures that access decisions are precise, 
scalable, and aligned with least-privilege 
enforcement in zero-trust cloud systems. 

 
3.4. Biometric authentication systems 

Biometric systems verify identity using 
physical or behavioural features such as 
fingerprint, face, iris, or typing dynamics. During 
enrolment, a biometric template is extracted and 
stored in protected form [26]. During 
authentication, a new sample is compared to the 
enrolled template using a matching function. 
Acceptance occurs when 

 
𝑆(𝑇௤ , 𝑇௘) ≥ 𝜃 

 
where 𝑆is the similarity score and 𝜃is the 

decision threshold. Liveness detection is added 
to reduce spoofing risk by checking whether the 
sample comes from a live person [27]. In this 
framework, biometric verification is not a 
standalone login factor; it is also used as an 
input for OTUP generation, which strengthens 
the connection between user presence and 
temporary credential issuance. 

 
3.5. One-time user password (OTUP) 
mechanisms 

OTUP extends traditional OTP schemes by 
tying password generation to verified biometric 
evidence and user-specific context [28]. Instead 
of producing a code from only time and a secret 
key, OTUP includes biometric and device 
parameters. A general form is 

 
𝑂𝑇𝑈𝑃 = 𝐻𝑀𝐴𝐶௄ೠ

(𝐷𝐼𝐷௨ ∥ 𝐻(𝐵) ∥ 𝑡௪ ∥ 𝐶௫)modௗௗ10௡ 
 

where 𝐾௨is the user key, 𝐷𝐼𝐷௨is the 
decentralized identity, 𝐻(𝐵)is the biometric 
hash, 𝑡௪is the active time window, and 𝐶௫is 
contextual data. This design reduces replay and 
theft risk because the password is short-lived 
and bound to a verified user state [29]. It 
strengthens cloud authentication by ensuring 
that a valid temporary credential cannot be 
generated without successful biometric 
participation. 

 
4. Proposed Architecture 

The proposed architecture combines 
identity verification, biometric authentication, 
OTUP generation, smart contract policy 
enforcement, and immutable event logging 
within a unified cloud access control system 
[30]. It is designed as a layered model in which 
each security function supports the others 
rather than operating in isolation. The 
architecture reduces the impact of single-point 
compromise and improves transparency in 
authorization decisions. Its main purpose is to 
create an adaptive, decentralized, and traceable 
security framework suitable for cloud systems 
with varying data sensitivity and operational 
complexity [31]. 

 
4.1. System overview and components 

The architecture contains five major 
components: the user interaction layer, 
decentralized identity layer, biometric 
processing layer, blockchain policy layer, and 
cloud resource layer [32]. The user interaction 
layer handles authentication requests and 
secure credential presentation. The identity 
layer resolves DIDs and verifies verifiable 
credentials.  
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Table-2. Core Components of the Proposed Architecture 
Component Function Security Contribution 
User interface layer Captures credentials and 

biometric input 
Initiates secure authentication 
workflow 

DID and credential 
layer 

Verifies decentralized identity Removes reliance on centralized 
identity stores 

Biometric engine Performs matching and liveness 
detection 

Confirms physical-user presence 

OTUP generator Produces temporary user-specific 
password 

Adds time-bound authentication 
strength 

Blockchain layer Stores events and policy records Ensures immutability and 
auditability 

Smart contract 
engine 

Enforces access rules 
automatically 

Provides consistent policy 
execution 

 
The biometric layer captures user samples, 

performs liveness checks, and computes 
matching scores. The blockchain policy layer 
records events, validates OTUP, and executes 
smart contract rules [33]. Finally, the cloud 
resource layer exposes data and services only 
after successful authorization. Together, these 
components create a continuous verification 
path from login initiation to resource access, 
ensuring that every access decision is 
cryptographically supported and fully auditable. 

 
4.2. Multi-level access control hierarchy 

The framework uses a hierarchical access 
model in which each resource is classified 

according to confidentiality or operational 
impact, and each user is assigned a 
corresponding clearance level [34]. 
Authorization occurs only when the user’s 
effective clearance satisfies the resource 
requirement and contextual policies remain 
compliant. This relationship can be extended as 

 
𝑃𝑒𝑟𝑚𝑖𝑡 = (𝑈𝐶 ≥ 𝐶𝐿) ∧ 𝑃𝑜𝑙𝑖𝑐𝑦(𝑐𝑡𝑥) = 1 

 
where 𝑐𝑡𝑥includes device, location, time, and 
behavior conditions [35]. Higher resource 
classes require stronger trust thresholds and 
may trigger additional authentication steps. 
  

 
Table-3. Multi-Level Access Control Hierarchy 

Access Level Example Resource 
Type 

Authentication 
Strength Required 

Access Rule 

Level 1 – 
Public 

Public documentation Basic verified login General access 

Level 2 – 
Internal 

Operational 
dashboards 

DID + OTUP Limited organizational 
access 

Level 3 – 
Confidential 

Department records DID + biometric + 
OTUP 

Role and context based 

Level 4 – 
Secret 

Financial or research 
data 

Strong multifactor 
verification 

Strict least-privilege 
enforcement 

Level 5 – 
Critical 

Core cloud control 
resources 

Full zero-trust 
verification 

Continuous monitoring 
and revalidation 

 
Role inheritance, category separation, and 

time-bound permissions can also be applied. 
This layered access structure ensures that 
authorization is both security-aware and 
operationally flexible, supporting enterprise 

governance without abandoning zero-trust 
discipline [36]. 

 
4.3. Blockchain integration layer 

The blockchain layer serves as the trust 
and accountability backbone of the system. It 
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stores authentication events, OTUP usage 
records, access decisions, and policy updates in a 
tamper-resistant ledger shared across 
authorized nodes [37]. Smart contracts enforce 
deterministic policy logic and automatically 
record outcomes for later verification. A 
simplified ledger event hash can be expressed as 

 
𝐸௜ = 𝐻(𝑈௜ ∥ 𝑅௜ ∥ 𝐴௜ ∥ 𝑡௜ ∥ 𝐷௜) 

 
where 𝑈௜is the user, 𝑅௜the resource, 𝐴௜the 

action, 𝑡௜the timestamp, and 𝐷௜the decision. By 
chaining these records, the system creates 
strong evidence for forensic analysis and 
compliance review [38]. Permissioned 
blockchain is preferred because it offers lower 
latency and clearer governance than public 
networks. 

 
4.4. Biometric-driven OTUP generation 
mechanism 

After a successful biometric match and 
liveness confirmation, the system generates an 
OTUP that is unique to the user, time window, 
and active context [39]. This mechanism ensures 
that temporary credentials cannot be separated 
from physical-user verification. The generation 
process uses the biometric outcome as a 
cryptographic input, which can be represented 
as 

 
𝑂𝑇𝑈𝑃௧ = 𝐻𝑀𝐴𝐶(𝐾௨, 𝐻(𝐵௩௔௟௜ௗ) ∥ 𝐷𝐼𝐷௨ ∥ 𝑡௪

∥ 𝐷𝑒𝑣𝑖𝑐𝑒𝐼𝐷) 
 

The output is then truncated to a practical 
numeric length for user interaction. During 
validation, the submitted OTUP is checked 
against the valid time window and the 
blockchain usage registry to prevent replay [40]. 
This design creates a close security link between 
who the user is, when the request occurs, and 
from which trusted context it is made. 

 
4.5. Smart contract design for policy 
enforcement 

Smart contracts implement the policy logic 
of the framework and ensure that access 
decisions are executed consistently across the 
network [41]. Policies can include clearance 
rules, credential validity checks, OTUP 
verification, device trust requirements, and 
contextual restrictions. A simplified decision rule 
is 

 
𝐷𝑒𝑐𝑖𝑠𝑖𝑜𝑛 = 𝑉௜ௗ ∧ 𝑉௕௜௢ ∧ 𝑉௢௧௨௣ ∧ 𝑉௖௧௫ ∧ (𝑈𝐶 ≥ 𝐶𝐿) 

 
If any required condition fails, access is 

denied and the event is recorded automatically. 
This deny-by-default approach is consistent with 
zero-trust principles and reduces the chance of 
permissive misconfiguration [42]. Smart 
contracts also strengthen auditability by 
generating immutable records of every policy 
outcome, making administrative override and 
retrospective manipulation much more difficult. 

 
5. Implementation Methodology 

The implementation methodology 
translates the proposed architecture into an 
operational workflow for cloud access control. It 
defines how decentralized identity, biometric 
validation, OTUP generation, cryptographic 
privacy measures, and continuous monitoring 
interact during authentication and authorization 
[43]. Rather than treating these functions 
independently, the methodology links them into 
a continuous decision cycle in which access is 
granted, maintained, or revoked based on live 
verification [44]. This ensures that trust is 
always conditional and revisable, as required by 
zero-trust security principles. 

 
5.1. Decentralized identity verification using 
DIDs and verifiable credentials 

Each user is assigned a decentralized 
identifier and one or more verifiable credentials 
issued by trusted authorities [45]. During login, 
the system resolves the DID document, extracts 
public verification data, and validates the 
credential signature and status. A general 
credential relation is 

 
𝑉𝐶 = 𝑆𝑖𝑔𝑛ூ௦௦௨௘௥(𝐶𝑙𝑎𝑖𝑚𝑠 ∥ 𝐷𝐼𝐷 ∥ 𝐸𝑥𝑝𝑖𝑟𝑦) 

 
Verification succeeds only when the 

signature is valid and the credential is not 
revoked. This design reduces dependence on 
centralized identity stores and supports 
selective disclosure of attributes [46]. Instead of 
exposing all user data, the framework allows 
presentation of only the claims required for a 
specific access request. This improves privacy 
and supports distributed trust across cloud 
organizations and service domains. 
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5.2. Dynamic access control evaluation 
process 

The access control process evaluates 
identity, biometric validity, OTUP status, 
resource sensitivity, and runtime context before 
granting access [47]. Each access request can be 
expressed as a tuple containing user, resource, 
device, action, and context. The system 
computes an authorization score such as 

 
𝐴𝑆 = 𝑤ଵ𝐼 + 𝑤ଶ𝐵 + 𝑤ଷ𝑂 + 𝑤ସ𝐷 + 𝑤ହ𝐶 

 
where the variables represent identity, 

biometric, OTUP, device, and context assurance. 
Access is approved only when this score exceeds 
the threshold for the requested resource. The 
process is dynamic because the score can be 
recalculated during an active session if risk 
conditions change [48]. This allows the system 
to step up authentication or revoke access when 
anomalies appear, making authorization a 
continuous process rather than a one-time 
decision. 

 
5.3. Biometric data capture and processing 

Biometric capture begins with secure 
enrolment, where the system extracts templates 
from live user samples and stores them in 
protected form [49]. During authentication, a 
fresh sample is captured, checked for liveness, 

and matched against the enrolled template. The 
acceptance condition is 

 
𝐴𝑐𝑐𝑒𝑝𝑡௕௜௢ = (𝑆 ≥ 𝜃) ∧ 𝐿 = 1 

 
where 𝑆is the similarity score and 𝐿is the 

liveness result. If either condition fails, the 
authentication chain stops. This process ensures 
that OTUP generation and access control rely on 
real-user presence rather than replayed or 
fabricated biometric artifacts [50]. Multimodal 
options can further improve robustness when 
systems require higher accuracy or anti-spoofing 
resilience. 

 
5.4. OTUP generation and validation 
algorithm 

OTUP is generated only after successful 
identity and biometric verification. The 
algorithm combines user identity, biometric 
hash, time window, and active context into a 
temporary code that is difficult to predict or 
reuse [51]. A simplified validation rule is 

 
𝐴𝑐𝑐𝑒𝑝𝑡௢௧௨௣ = 𝑉𝑎𝑙𝑖𝑑(𝑂𝑇𝑈𝑃, 𝑡௪) ∧ 𝑂𝑇𝑈𝑃 ∉ 𝑈𝑠𝑒𝑑𝑆𝑒𝑡 

 
This means the code must match the 

current or adjacent time window and must not 
already appear in the blockchain-backed 
consumption registry.  

 
 

Table-4. Biometric-Driven OTUP Generation Workflow 
Step Process Output 
1 User submits decentralized 

identity 
Identity reference resolved 

2 Biometric sample captured Live biometric input obtained 
3 Liveness detection performed Genuine user presence confirmed 
4 Biometric template matched Match score generated 
5 OTUP generated using user, 

biometric, and time context 
Temporary unique password created 

6 OTUP validated Access request moved to policy engine 
7 OTUP marked as used on 

blockchain 
Replay prevention ensured 

 
Once validated, the OTUP is marked as 

used to prevent replay. This process strengthens 
authentication by making successful code theft 
less useful to attackers, especially when 
combined with device binding and strict retry 
policies [52]. 

 

5.5. Cryptographic techniques (Zero-
Knowledge Proofs, Multi-Party Computation) 

The framework uses privacy-preserving 
cryptography to verify claims without exposing 
unnecessary sensitive data. Zero-knowledge 
proofs allow a user to demonstrate possession of 
a valid credential or property without revealing 
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the underlying secret [53]. This can be 
represented as 

 
𝑉𝑒𝑟𝑖𝑓𝑦(𝜋, 𝑦) = 1 

 
where 𝜋is the proof and 𝑦is the public 

statement. Multi-party computation supports 
collaborative verification when several parties 
must compute a result without revealing their 
individual inputs. These methods are useful for 
protected biometric validation, selective 
credential disclosure, and distributed trust 
scoring [54]. Their use helps balance strong 
security with privacy and regulatory compliance, 
especially in cloud systems that handle sensitive 
identity or organizational data. 

 
5.6. Continuous monitoring and trust scoring 

Continuous monitoring observes user 
behavior, device status, and contextual changes 
after access is granted [55]. The system 
recalculates trust scores over time to detect 
anomalies such as unexpected location changes, 
irregular request patterns, or device posture 
degradation. A dynamic score can be modelled 
as 

 
𝑇௦(𝑡) = 𝑤ଵ𝐼 + 𝑤ଶ𝐵(𝑡) + 𝑤ଷ𝐷(𝑡) + 𝑤ସ𝐶(𝑡) + 𝑤ହ𝐻(𝑡) 

 
where the variables reflect identity, 

behavior, device health, context, and historical 
reliability. If the score drops below the defined 
threshold, the system can request re-
authentication or terminate the session [56]. 
This mechanism reflects the central zero-trust 
idea that trust must be continuously earned, not 
permanently assumed after login. 

 
6. Security Analysis 

The security strength of the framework 
comes from its layered design. Instead of relying 
on a single credential or a trusted network 
segment, it requires multiple independently 
verified factors and records every critical event 
in a tamper-resistant ledger [57]. This improves 
resistance to common attacks such as credential 
theft, replay, insider misuse, and audit 
manipulation. It also enhances privacy by 
limiting unnecessary disclosure of user identity 
and biometric data. The analysis therefore 
considers threat coverage, attack resistance, 
privacy controls, and accountability mechanisms 

together rather than as isolated security 
properties. 

 
6.1. Threat model and attack scenarios 

The threat model includes external 
attackers, malicious insiders, compromised 
devices, and adversaries attempting to 
manipulate identity, biometric channels, or logs 
[58]. The attack surface can be written as 

 
𝐴 = {𝐴௜ௗ , 𝐴௕௜௢ , 𝐴௢௧௨௣, 𝐴ௗ௘௩, 𝐴௡௘௧ , 𝐴௟௢௚} 

 
where each element represents a different 

target area. To compromise the system fully, an 
attacker would need to bypass identity 
verification, biometric validation, OTUP control, 
and policy checks simultaneously [59]. Typical 
scenarios include phishing-based credential 
theft, biometric spoofing, replay of intercepted 
codes, unauthorized access from unmanaged 
devices, and attempts to erase evidence after a 
breach. The framework reduces these risks by 
distributing trust decisions and requiring 
multiple conditions to hold at once before 
authorization. 

 
6.2. Resistance to common attacks (replay, 
brute force, credential theft) 

Replay attacks are reduced because OTUP 
values are time-bound and marked as consumed 
once used. Brute-force attempts are constrained 
by short validity windows, retry controls, and 
contextual checks [60]. Credential theft is also 
less damaging because a stolen credential alone 
does not satisfy biometric or contextual 
verification. The brute-force success probability 
for an 𝑛-digit code with 𝑘guesses can be 
approximated as 

 

𝑃 =
𝑘

10௡
 

 
which remains low when retry policies 

are strict and code validity is brief. Liveness 
detection further reduces the effectiveness of 
biometric spoofing. Together, these controls 
make common attack paths less practical and 
less scalable for adversaries targeting cloud 
identity systems. 

 
6.3. Privacy preservation mechanisms 

Privacy is preserved through selective 
disclosure, protected biometric templates, 
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limited on-chain data exposure, and privacy-
preserving verification methods. The framework 
does not store raw biometric data directly on the 
blockchain. Instead, it uses hashes, proofs, or 
protected references so that sensitive 
information remains off-chain or encrypted. 
Zero-knowledge techniques allow the system to 
validate claims without exposing full identity 
attributes [61]. This is important because strong 
authentication should not require excessive 
disclosure of personal or organizational data. 
The privacy design therefore supports 
regulatory alignment and reduces the secondary 
risks that can arise when identity systems 
become repositories of highly sensitive 
information. 

 
6.4. Immutable audit logging and 
accountability 

Immutable audit logging improves 
accountability by creating a reliable history of 
every authentication attempt, policy evaluation, 
and access decision. Each record is linked 
cryptographically to prior records, making 
retrospective tampering highly visible. A basic 
event-chain expression is 

 
𝐵௜ = 𝐻(𝐵௜ିଵ ∥ 𝐸௜) 

 
where 𝐸௜is the event record. This 

structure supports forensic investigation, 
compliance review, and non-repudiation 
because administrators or attackers cannot 
silently alter history after an incident. In cloud 
security, where logs are often a first target after 
compromise, this feature is especially valuable. 
It transforms auditing from a mutable 
administrative function into a verifiable 
property of the architecture itself. 

 
7. Results and Discussion 

The proposed framework offers stronger 
security assurance, better auditability, and more 
context-aware authorization than conventional 
centralized models. Its main advantage is not a 
single performance metric but the combination 
of identity resilience, tamper resistance, and 
adaptive access governance [62]. At the same 
time, these gains introduce cost in the form of 
added complexity, blockchain overhead, and 
more demanding integration requirements. The 
results therefore suggest that the framework is 

best suited for enterprise and high-value cloud 
deployments where strong authentication and 
trustworthy audit evidence are more important 
than minimum-latency login. 

 
7.1. Experimental findings 

Experimental evaluation should examine 
authentication delay, access-decision reliability, 
ledger update performance, and attack-blocking 
behavior. End-to-end authentication time can be 
modelled as 

 
𝑇௔௨௧௛ = 𝑇ௗ௜ௗ + 𝑇௕௜௢ + 𝑇௢௧௨௣ + 𝑇௣௢௟௜௖௬ + 𝑇௖௛௔௜௡ 

 
Each term captures one stage of the access 

process. The findings suggest that blockchain 
interaction and advanced cryptographic 
processing contribute the most noticeable 
overhead, while biometric matching and DID 
verification remain relatively manageable under 
enterprise deployment assumptions. Even with 
this overhead, the framework improves 
traceability and policy consistency because 
every decision is logged and verifiable. This 
makes the system attractive for cloud 
environments where accountability is as 
important as speed. 

 
7.2. Security effectiveness metrics 

Security effectiveness can be measured 
using both biometric and access-control 
indicators. For biometrics, common metrics 
include false acceptance rate, false rejection rate, 
and equal error rate. At the access-control level, 
useful measures include unauthorized-attempt 
blocking rate and legitimate-user success rate. 
These can be expressed as 

 

𝐴𝐵𝑅 =
𝑈௕

𝑈௧
, 𝐿𝑆𝑅 =

𝐺௦

𝐺௧
 

 
where 𝑈௕is blocked unauthorized 

attempts and 𝐺௦is successful genuine access. A 
secure framework should maximize attack 
blocking while maintaining acceptable usability 
for legitimate users [63]. In this system, layered 
verification improves security because 
compromise requires bypassing multiple 
coordinated controls rather than exploiting a 
single weak factor. 
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7.3. Performance benchmarks 
Performance benchmarks should focus on 

latency, throughput, and computational 
overhead. Throughput can be written as 

𝑇ℎ𝑟𝑜𝑢𝑔ℎ𝑝𝑢𝑡 =
𝑁

𝑇
 

 
where 𝑁is the number of processed 

requests over time 𝑇. Permissioned blockchain 
settings generally offer more practical 
performance for enterprise access control than 
public chains because they use fewer validators 
and controlled governance. However, privacy-
preserving cryptographic operations and smart 
contract evaluation still add measurable delay. 
These trade-offs are acceptable in security-
sensitive domains but may be excessive for low-
risk consumer systems [64]. Thus, the 
benchmark discussion supports targeted 
deployment in environments where 
trustworthiness and audit integrity have high 
operational value. 

 
7.4. Limitations and trade-offs 

The framework is powerful but not cost-
free. Blockchain consensus, biometric 
infrastructure, cryptographic proofs, and 
continuous monitoring all increase 
implementation complexity. There is also a 
usability-security trade-off, especially in 
biometric threshold tuning, because reducing 
false acceptance can increase false rejection. 
This can be described conceptually as 

 
min 

ఏ
𝜆ଵ𝐹𝐴𝑅(𝜃) + 𝜆ଶ𝐹𝑅𝑅(𝜃) 

 
where 𝜃is the matching threshold. The 

model is therefore best justified in regulated or 
high-value cloud systems rather than lightweight 
applications. Its benefits include stronger trust, 
accountability, and attack resistance, but these 
must be balanced against cost, latency, and 
deployment maturity. 

 
8. Conclusion 

This research presents a comprehensive 
blockchain-integrated multi-level access control 
framework with biometric-driven one-time user 
passwords (OTUP) that successfully implements 
zero-trust security principles for cloud 
environments. The proposed architecture 
addresses critical limitations of traditional 

perimeter-based security models by eliminating 
implicit trust assumptions and enforcing 
continuous verification through decentralized, 
cryptographically verifiable mechanisms. By 
synergistically combining decentralized 
identifiers (DIDs), verifiable credentials, 
biometric authentication, dynamic OTUP 
generation, smart contract-based policy 
enforcement, and immutable blockchain audit 
trails, the framework establishes defense-in-
depth protection that significantly exceeds the 
security guarantees of single-factor or 
centralized authentication systems. 

The theoretical framework establishes a 
rigorous foundation integrating zero-trust 
principles, blockchain technology fundamentals, 
multi-level access control models, biometric 
authentication systems, and OTUP mechanisms. 
The proposed architecture operationalizes these 
concepts through five interconnected layers that 
collectively provide comprehensive security 
coverage across identity verification, policy 
enforcement, audit logging, and continuous 
monitoring. Security analysis demonstrates 
robust resistance to replay attacks, brute-force 
attempts, credential theft, and biometric 
spoofing through temporal constraints, 
blockchain-based credential reuse prevention, 
liveness detection, and multi-factor verification 
requirements. Privacy preservation mechanisms 
protect sensitive biometric and identity data 
through template protection, selective 
disclosure, zero-knowledge proofs, and 
distributed computation that minimizes 
unnecessary data exposure. 

Performance evaluation reveals that the 
architecture achieves superior security 
effectiveness metrics while maintaining 
acceptable operational latency for enterprise 
cloud deployments, though the framework 
introduces moderate computational overhead 
compared to traditional centralized systems. The 
identified trade-offs between security assurance, 
system complexity, and operational performance 
are justified in high-value environments where 
unauthorized access costs significantly exceed 
authentication delay impacts. Future research 
directions include integration of artificial 
intelligence for adaptive security policies, 
implementation of advanced privacy-enhancing 
technologies such as zk-SNARKs and 
homomorphic encryption, development of 
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interoperability standards for legacy system 
integration, and investigation of quantum-
resistant cryptographic primitives to ensure 
long-term security. This research demonstrates 
that blockchain-integrated, biometric-driven, 
zero-trust architectures represent a viable and 
necessary evolution in cloud security, providing 
the strong authentication, continuous 
verification, transparent accountability, and 
privacy preservation required to protect modern 
distributed computing environments against 
sophisticated adversaries while maintaining 
operational feasibility for enterprise 
deployment. 
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