
                                                                                                                                                                                                                         ISSN: 2583-7354 

© 2024, IJEKS                                                   Volume: 03 Issue: 04 | April -2024                                             Page 151 

 

THE EVOLUTION OF INFORMATION WARFARE: FROM PROPAGANDA TO 
CYBERATTACKS   

Pramod Kumar1* 
 

1Research Scholar, Department of Defence Strategic & Geopolitical Studies, Hemvati Nandan 
Bhauguna Garhwal University (A Central University), Srinagar, India. 

*Corresponding Author: pramodthapliyal@hnbgu.ac.in               
 

Article   Info: -    Received   : 10 April 2024                             Accepted   : 26 April 2024                           Published   : 30 April 2024 

 

  Information warfare, a multifaceted domain encompassing the manipulation, dissemination, and 

control of information for strategic purposes, has emerged as a critical concern in contemporary 

geopolitical landscapes. This paper explores the intricacies of information warfare, analysing its various 

strategies, implications, and countermeasures. Drawing upon interdisciplinary perspectives from fields 

such as cybersecurity, psychology, and political science, the study delves into the tactics employed by 

state and non-state actors to influence public opinion, sow discord, and undermine adversaries. It 

examines the role of technology, social media platforms, and psychological operations in shaping 

information warfare strategies, highlighting the challenges posed by disinformation, propaganda, and cyberattacks. 

Furthermore, the paper investigates the implications of information warfare for national security, democratic 

processes, and global stability, emphasizing the need for robust defense mechanisms and international cooperation. 

Finally, it discusses potential countermeasures, including enhanced cybersecurity measures, media literacy 

initiatives, and diplomatic efforts to promote transparency and accountability. By shedding light on the 

complexities of information warfare, this paper aims to inform policymakers, strategists, and researchers about the 

evolving nature of contemporary conflicts in the digital age. 
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1. INTRODUCTION 

Information Warfare (IO) is the warfare of 
the 21st century wherein disruption of an enemy’s 
vital information infrastructure would prove 
disastrous than the physical destruction of a vital 
asset. To take an example in India Jeopardizing the 
communication infrastructure of the software 
technology parks engaged in Software and IT 
exports, would have serious financial implications. 

The Chinese Information Warfare doctrine 
includes doctoring of chips and software that can 
plant viruses and ‘trap-doors’ in enemy’s 
information systemsi. This is a cause for concern 
because in India we have a thriving piracy market 
and software CDs from China are available at low 
prices. Information technology is a double-edged 
weapon while providing opportunities, it 
introduces new vulnerabilities and threads 
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pertaining to hardware, software, skin ware and 
network connectivity. Information dominance is 
essential, information technology non-lethal 
weapons can destroy valuable data black out 
communication networks and cripple the nation.  

2. CERTAIN SPECIAL CHARACTERISTICS OF 
INFORMATION WARFARE 

 No International Borders: Like other 
forms of attack, information related 
attacks could be carried out form 
anywhere in the world which do not 
respect the nationality or national 
boundaries. There are no ways to know 
who is under attack and who is attacking 
and what is the difference between 
trans-national crime and warfare. 

 Low-Cost Warfare: Adversaries can 
acquire the necessary equipment to 
wage this type of warfare at a very low 
cost. They would require a few 
computers and good connectivity to 
attack any network or steal information 
from them. Even if the entry is restricted 
to network, determined attacker will 
find a way to intrude and do the 
necessary damage. But the question 
arises, whether such an intrusion could 
change the course of the future battle. 
Martin Libcki, the main exponent of 
information warfare, has clarified that 
such warfare if carried out against 
command-and-control system could 
disrupt military operation.  

 Information a Tool of Subversion: Use 
of internet to build up a political support 
or work on the psychological factor of a 
nation has been spoken about most 
glibly by the advanced nations. But in a 
country like India, it would not have 
such catastrophic effect as has been 
portrayed by the strategists. Jammu and 
Kashmir Liberation Front (JKLF) and 
many other terrorist’s organisations 
have been maintaining immaculate 
websites for a long time which has not 
created the expected psychological 
impact either nationally or 
internationally. 

 Tactical warning and Attack 
Assessment: Nature of threat is rapidly 
changing and the targets are also not as 

clearly defined as it used to be. As a 
result, traditional methods of 
intelligence gathering and analysis 
would be taking a back seat in the face of 
the challenges thrown up by the 
Information Warfare environment. 

3. Cyber terrorism 
As the internet becomes more pervasive in 

all areas of human endeavour, individuals or 
groups can use the anonymity afforded by 
cyberspace to threaten citizens specific groups, 
communities and entire countries without the 
inherent threat of capture, injury or death to the 
attacker that being physically present would bring. 
Cyber warfare can be a full-fledged war with 
national infrastructure as target. For conduct of 
cyber warfare national level decision making 
would be required in real time. For such 
operations good monitoring of network traffic, 
web sites and data bases, intrusion detection, 
encryption and decryption and remote access 
facilities would be required.  

4. HISTORY 
Public interest in cyber terrorism began in 

the late 1980s. The high-profile terrorist attacks in 
the USA on sept 11,2001 and the ensuing war on 
terror by the US lead to further media coverage of 
the potential threats of cyberterrorism in the years 
of following. Mainstream media coverage often 
discusses the possibility of a large attack making 
use of computer networks to sabotage critical 
infrastructure with the aim of putting human lives 
in jeopardy or causing disruption on a national 
scale either directly or by disruption of the nation 
economy. The Afghan population exists in a loose 
confederation of clans led by feudal warlords. In 
the beginning of the conflict, most did not even 
understand why the Americans had invaded. 
“Information warfare experts look for what they 
call ‘the voila moment.’ In Afghanistan, the biggest 
lesson Americans learned in their tactical 
information operations-the radio and TV 
broadcasts- was the importance in explaining, 
‘why they were there?’. The majority of Afghanis 
did not know that 11 September occurred. They 
didn’t even know of Americans tragedy.”ii The 
“voila moment” in Operation Enduring Freedom 
(OEF) wouldn’t come until the Afghan population 
understood why the Americans and their Coalition 
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partners had come to fight the Taliban. IO was the 
primary means of providing an explanation. 

For countries that could never hope to 
match the United States militarily, IO has levelled 
the playing field somewhat. Even when a country 
lacks good communication infrastructure, like 
Afghanistan, the international media is readily 
available to transmit propaganda, whether 
wittingly or unwittingly. It is clear that 
Afghanistan’ Taliban leadership manipulated the 
media to spread propaganda aimed at turning 
world opinion against coalition operations. The 
tactics used had been seen before in the Balkans: 
intentionally damaging mosques to make it look as 
if they had been damaged by Coalition bombing; 
taking the press on well staged hospital tours to 
see supposed victims of Coalition atrocities; and 
placing military vehicles in locations near 
mosques or other public buildings in the hope that 
collateral effects of an attack on the vehicle might 
damage the mosque or building, leaving 
incriminating “proof” of war crimes.iii  
Ther are many instances of Cyber terrorism 
across countries:  

4.1. China: The Chinese Defence Ministry 
confirmed the existence of an online defence unit 
in May 2011. Composed of about thirty elite 
internet specialists, the so called “Cyber Blue 
Team” or “Blue Army” is officially claimed to be 
engaged in cyber defence operations though there 
are fear that the unit has been used to penetrates 
secure online systems of foreign governments. 

4.2. Spain: In 1998, Spanish protestors 
bombarded the institute for Global 
Communications (IGC) with thousands of bogus 
email messages. Email was tied up and 
undeliverable to the ISP’s users and support lines 
were tied up with people who couldn’t get their 
mail. Protestors said IGC supported terrorism 
because a section on the web page contained 
materials on the terrorist group ETA which 
contained responsibility for assassinations of 
Spanish political and security officials and attacks 
on military installations. IGC finally relented and 
pulled the site because of the “mail bombings”. 

4.3. Sri Lanka: In 1998, ethnic Tamil guerrillas 
attempted to disrupt Sri Lankan embassies by 
sending large volumes of email. The embassies 
received 800 emails a day over a 2-week period. 
Intelligence authorities characterized it as the first 

known attack by terrorists against a country’s 
computer systems. 

4.4. Australia: A disgruntled employee caused the 
release of 800,000 litres of untreated sewage into 
waterways in Maroochy shire, Australia. 

4.5. Estonia: May 2007, Estonia was subjected to a 
massive cyber-attack in the wake of the removal of 
Russian World War II war memorial from 
downtown Tallinn. The attack was a distributed 
denial-of- service attack in which selected sites 
were bombarded with traffic to force them offline; 
nearly all Estonian government ministry networks 
as well as two major Estonian bank networks were 
knocked offline. 

Eugene Kaspersky founder of Kaspersky 
Lab, concludes that “cyberterrorism” is a more 
accurate term than “cyberwar”. He states that with 
today’s attacks you are clueless about who did it or 
when they will strike again. It’s not cyber-war but 
cyberterrorism. 

5. THE ROAD TO IDEOLOGICAL WAR  
The war of ideas is a clash of opposing 

ideas, ideologies or concepts through which 
nations or groups use strategic influence to 
promote their interests abroad. The “battle space” 
of this conflict is the target populations “hearts 
and minds”, while the “weapons” can include, 
inter-alia, think tanks, TV program, newspaper 
articles, the internet, blogs, official government 
policy papers, traditional as well as public 
diplomacy, or radio broadcasts. Citizens of the 
Country are very accustomed to having the 
military or armed forces act as their protector 
against adversaries, but in the information age 
that is not always possible or practical. Securing 
the population is a difficult strategic challenge that 
requires coordinated and focused effort from our 
entire society, the Central government, state and 
local governments, the private sector, and the 
citizens. That is what is different about this new 
era and must be accepted in order to truly 
understand the power inherent in information.  

The threat from terrorism is real, it is 
immediate and it is evolving. Terrorists are also 
becoming more operationally adept and more 
technically sophisticated. For example, as we have 
increased security around government and 
military facilities, terrorists are seeking out ‘softer’ 
targets that provide opportunities for mass 
casualties.  
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6. PERCEPTION MANAGEMENT AND ITS ROLE 
IN INFORMATION OPERATIONS 

Perception management (PM) is widely 
practiced and has become an increasingly 
important tool of warfare and peace-making. The 
department of Defense of US government defines 
PM as follows: Actions to convey and/ or deny 
selected information and indicators to foreign 
audiences to influence their emotions, motives, 
and objective reasoning as well as to intelligence 
official estimates, ultimately resulting in foreign 
behaviours and official actions favourable to the 
originator’s objectives. In various ways, perception 
management combines truth projection, 
operations security, cover and deception and 
psychological operations.ivPM is the ability to 
shape worldwide perceptions in one’s favour to 
foster compliance and facilitate mission 
accomplishment. A critical part of PM is the effort 
to understand other’s perceptions and basis for 
those perceptions as a path toward understanding 
how one might then influence them.v 

7. WHY PERCEPTION MANAGEMENT 
MATTERS 

Perception management seeks to: 
 Build and preserve public opinion 

support at home and abroad to gain 
and maintain legitimacy. 

 Communicate intent and objectives to 
hostile and /or third parties to 
establish a high degree of credibility so 
they fully understand the 
consequences of their actions. 

 Influence the attitudes and behaviours 
of the local population so they act in 
accordance with countries objectives. 

Military operations are, in fact, influence 
operations designed to persuade parties into a 
preferred course of actions through the threat 
and/or use of force. At its core, the use of force 
aims to convince adversaries or third parties to act 
in accordance with US interests and goals. For 
example, while the nuclear weapons dropped on 
Hiroshima and Nagasaki destroyed much Japanese 
infrastructure the intent was to induce the 
Japanese to surrender which they did. In this 
environment where PM lies at the core of military 
activities, credibility and legitimacy are key. If the 
domestic and international public opinions are not 
convinced that the operation are not convinced 
that the operation is fully justified, their support 

will slowly erode, maybe to the point of 
undermining the sustainability of government 
commitment. Legitimacy is key because it sustains 
popular support and will to fight which 
democracies cannot sustain military action. 
Credibility is key within both friendly and hostile 
audiences. Example; prior to 9/11, it seems clear 
that Osama Bin Laden and his Taliban protectors’ 
misunderstood US capabilities and will to act 
against them in the face of a massive terrorist 
attack. 

The rationale for PM to belong to 
Information Operations is twofold. There is human 
dimension to information and PM deals with it. 
Prior to IO’s emergence as a field, Psychological 
Operation (PSYOP) was part of command-and-
control warfare (C2W) which is the core IO 
competency. Perception management is a critical 
tool for the 21st century warrior and peacekeepers 
and for every stage between the two. It is very well 
said: - “a rifle becomes meaningless as a mere 
component of military power unless combined 
with artillery, tanks, aircrafts, and all the other 
necessary weapons. Like a rifle, an information 
program becomes a significant instrument in the 
achievement of our national objectives only when 
designed as one component in a political weapon 
system. Political warfare should be organized like 
any other form of warfare, with special weapons, 
strategy, tactics, logistics and training.vi According 
to Dr. John Lenczowski, former Director of 
European and Soviet Affairs for the National 
Security Council during the Reagon 
administration, the cold war took many forms, 
including proxy wars, the arms race, nuclear 
blackmail, economic warfare, subversion, covert 
operations and the battle for men’s minds. While 
many of these forms had the trappings of 
traditional conflicts of national interests, there 
was a dimension to the cold war that made it 
unique among wars: it centred around a war of 
ideas- a war between two alternative political 
philosophies. 

8. INDIA AND INFORMATION WARFARE 
If we see the past of India, we find ample 

example when invaders due to their higher 
technological aspects seek fortune in India. 
Besides factors like lack of unity among Indian 
Kingdoms, absence of a common threat perception 
and a combined response a point which needs 
highlighting is the ‘technology difference’ between 
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large native forces and small foreign forces in 
terms of fire power and speed. India has always 
been far from their adversaries as far as strategic 
warfare is concerned. Examples like usage of light 
mounted cavalry brigades inflicting heavy damage 
on the elephant mounted Indian forces. Later 
introduction of rifle into the armed forces by 
invaders resulted in combat edge of vast 
proportions. Similarly, use of canons by Babur in 
the battle of Panipat led to victory by the invading 
forces. High speed of attack, superior 
manoeuvrability and weapon delivery with 
precision, significantly altered the politico-military 
social landscape of India. The ‘technology 
difference’ in terms of contemporary weapon 
systems the East India Company possessed 
facilitated achievement of their goal resulted in 
India being enslaved by the British. 

9. INDIA’S CULTURE OF STRATEGIC WARFARE 
As per Ken Booth a British Scholar, the 

concept of strategic culture refers to a nation’s 
traditions, values, altitudes, pattern of behaviour 
ways of adapting to the environment and 
particular ways of adapting to the environment 
and solving problems with respect to the threat 
and use of force.vii These factors are trend and not 
infinite state of affairs, some strategic thinkers 
blame India for lack of strategic culture. This is 
probably true if we analyse India’s past history. 
However, things seem to be changing for the 
better since independence in 1947. But now the 
phase has been continuously changing, things 
seem to be improving. India has adapted to the 
International strategic environment with skill, 
though at a slow pace. 

10. CONCLUSION 
We now live in an information age, which 

has been called an era of networks. Loudly 
proclaimed by many throughout the world, it is 
interesting to compare and contrast the 
differences between informational rhetoric and 
reality, especially in the employment of IO. A 
relatively newly defined activity, this 
transformation of traditional uses of power 
promises to revolutionize the manner in which 
warfare, diplomacy, business, and a number of 
other activities are concluded. Information is and 
always has been a somewhat a nebulous term, but 
in this new era it possesses a capability that is now 
considered crucial to the success of national 

security. The shift from one era to another is not 
without precedent. The U.S. became a world leader 
in the industrial age because it could mobilize the 
collective might of its population through mass 
production, automation, economic incentives, and 
geographic location.  However, this era of 
industrial might is in decline and the information 
revolution is now upon us.viii This 
telecommunication revolution brought in the 
death of ‘distance’. Satellite broadcasting led to the 
concept of ‘global village’. Cyber space has 
introduced a phrase ‘universal desktop’. The world 
is at our finger tips. It is reasonable to anticipate 
out accelerating transition to a knowledge-based 
society in the light of leapfrogging strides in 
infrastructure development and networking. India 
has earned a significant place in the global IT 
industry and aspires to be an IT superpower in 
future. With an expanding IT infrastructure, the 
nation is getting connected to the ‘global village’ at 
a rapid pace. Ironically, the technology that 
empowers us also exposes us to new threats. 
Threats that don’t see boundaries, borders and 
impinge on nearly every cross-section of our 
society. We should learn from our history and not 
allow ‘technological difference’ to seep into our 
systems to our disadvantage. All emerging 
indicators point towards inevitability of enhanced 
use of information warfare technology during 
future strategic warfare. 
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