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Multi-Layered Information Security (MLIS) system proposes a new technique for e-commerce
application authentication. The process of confirming that someone or somethingis, in fact, who or what
it claims to be is known as authentication. By comparing a user's credentials to those stored in a
database of authorized users or on a data authentication server, authentication technology controls
access to systems. Authentication ensures safe systems, secure business processes, and secure corporate
data.. The easiest way to quickly and easily identify an online connection between different users is by
creating a unique identity to match all of your online connections to. This can provide the Internet
Access Security Service with the ability to detect when a physical connection is compromised and that an online

connection is vulnerable because a breach could be linked to a specific IP address. Multi-layer authentication
systems may be useful if, for example, there are multiple online connections with a single IP address and they must
resolve the connection of a single user from across multiple other IP addresses. This can be done using the Internet
Authentication tool. You can view the security details for an instance of the Microsoft authentication feature, such as
the password,a MAC ID, or a private key. The process of setting up authentication can take several steps depending
on the context of the specific user. Strength of the proposed method is to categorize the authentication method into
groups and use them for the increased security for every authentication. This authentication method enables the
application to tightly authenticate the user in more than one way than the historical authentication method. It
allows the authorized user to gain access to the application. Multi-Layered Information Security (MLIS) appends
additional security to the existing authentication methods and improves application security.
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1. INTRODUCTION commerce application authentication. Any e-commerce
The purpose of this research paper is to present a application system consists of three layers namely;
multi layered information security system for an e- user layer, service layer and database layer. The user
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layer provides the basic functionality for the users to
authenticate themselves using their credentials. The
service layer performs the business logic of the
application and the database layer stores the data
related to the application. As the proposed system
hardens the authentication phase, the security aspect
of the application is increased compared to other
legacy authentication methods used by today’s e-
commerce applications.

2. LAYERS IN E-COMMERCE APPLICATIONS
2.1 User Layer

In this layer, we have developed a login module
that authenticates the user based on his/her username
and password. In case the user enters wrong
credentials, then he/she gets redirected to the error
page. Ifthe user successfully logs in, then the sessionid
is stored in the cookie and sent back to the server. The
session id is used to identify the user throughout the
application.

2.2 Service Layer
This layer contains the business logic of the web
application. Here, we have implemented the following
methods.
a) Login method: This method checks whether
the user's credentials are correct or not.
b) Logout method: This method removes the
session id from the cookie and redirects the
user to the home page.
c) Register method: This method registers the
user if the user does not exist in the database.
d) Update method: This method updates the
details of the user if the user exists in the
database.
e) Delete method: This method deletes the user
if the user already exists in the database.

2.3 Database Layer

Here, we have created a table called users in the
database. The fields of the table are user_id (primary
key), username, password, email, firstname, lastname,
address, city, state, zipcode, country, phone, mobile,
fax, website, notes, date_created, date_modified. This
layer is responsible for storing all the data and all the
database operations.

3. CYBER-ATTACKS IN BANKING APPLICATIONS

Attacks on computers can take many different
forms. It includes Distributed Denial of Service (DDoS),
targeted assaults, SQL injection (SQLi), defacement,
and other types of attacks are the most common types
of cyber-attacks.

3.1 Cyber Stalking
Cyberstalking is the use of the internet or other
electronic devices with the intent to track someone.
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Online bullying and online abuse are both terms that
are used interchangeably. In general, following
involves persistently annoying or undermining
behavior, such as following someone, visiting them at
their place of business or residence, persisting in
badgering them on the phone, leaving written notes or
complaints, or damaging their property. Cyber stalking
is an innovatively based "attack” on a single person
who has been specifically targeted for that assault out
of fury, retaliation, or control.

3.2 Hacking

"Hacking" is misconduct, which entails
destroying security protocols in order to get
unauthorized access to the data stored within them”. In
this year alone, hacking had increased by 37%.
Recently, a case of related hacking with specialized
web interfaces and obtaining private locations from
city residents' email records was made public. Saltines
are people who try to get unauthorized access to PCs.
'Indirect access' software that has been installed on
your computer is frequently used for this. Numerous
wafers also try to access assets using sophisticated
phrase-cracking software, which checks billions of
passwords in an effort to find the one that will allow
access to a PC (Stamp, 2011).

3.3 Phishing

[t is just one of several online frauds that aim to
deceive people into handing over their money. Phishing
is the practice of sending unsolicited communications
to customers of financial institutions asking them to
submit their username, passphrase, or other personal
information in order to access their account for
unexplained reasons. When customers click the links in
the email to input their information, they are directed
to a phoney replica of the original business's website,
keeping them unaware that they have been extorted
(Schiller et al., 2007)

3.4 Malware

The biggest danger from online criminals is
malware (viruses, worms, Trojan horses, and other
dangers), which they exploit to break into users'
accounts and steal their bank information and other
sensitive data. The fast expansion of mobile devices
like smartphones and tablet computers encourages the
development of harmful software, or malware.
Computer scammers have been using malware
software for the past few years to commit hundreds of
thousands of frauds on online customers in commerecial
sectors, particularly in online banking, in order to steal
substantial sums of money.

4. AUTOMATING ONLINE FRAUD
With the use of Automatic Transfer Systems,
computer fraudsters and cybercriminals have now
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advanced the situation (ATSs). With the help of SpyEye
and ZeuS malware variants and Weblnject files, which
are text files with alot of JavaScript and HTML codes, a
new system for automating online banking fraud has
been launched.

4.1 Denial of Services (DoS) Attack

Cybercriminals utilize denial-of-service (Dos)
attacks to attempt to make network resources
unavailable to its users. Due to the seriousness of these
attacks, discrete distributed denial-of-service (DDoS)
attacks may soon bring down not only a single website
but also any intermediate service providers. Because of
the significance of these cyberattacks and threats toits
business growth, online banking services must take
substantial action to increase security and maintain
steady business growth.

5. AUTHENTICATION TYPES

The process of confirming that someone or
something is, in fact, who or what it claims to be is
known as authentication. By comparing a user's
credentials to those stored in a database of authorised
users or on a data authentication server, authentication
technology controls access to systems. Authentication
ensures safe systems, secure business processes, and
secure corporate data. There are several forms of
authentication. Users are often assigned a user ID for
identification purposes, and authentication takes place
when the user enters credentials such a password that
exactly matches their wuser ID. Single-factor
authentication is the procedure of needing a user ID
and password (SFA). Companies have recently
reinforced authentication by requesting more
authentication elements, including a special code that
is sent to a user through a mobile device when a sign-
on attempt is made or a biometric signature, like a
thumbprint or face scan. Two-factor authentication is
used in this situation (2FA).

5.1 One Time Password (OTP)

One-time passwords, or OTPs, are important in
many applications today, including e-commerce and
banking activities. They are utilized to increase the
data communication's security. On the reliability of
OTP, several security applications are built.
Information security could be seriously threatened by
any OTP prediction. A gadget that can produce an OTP
using an algorithm and cryptographickeys is provided
to the user. By using the same algorithm and keys, an
authentication server can validate the password. The
OTP can be generated by a variety of software or
hardware, including personal digital assistants, mobile
phones, and specific hardware tokens. The OTP
generator provides tamper-resistant two-factor
authentication using the most secure smart cards
available: a PIN to open the OTP generator (something
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you know), and the OTP smart card itself (something
you have). Prior to recently, OTP solutions relied on
exclusive, frequently patentable time- or event-based
algorithms. Due to the fact that OTP uses a password-
based authentication method, it is also susceptible to
man-in-the-middle attacks like phishing scams. An
attacker can intercept an OTP using a mock-up siteand
pretend to be the user on the genuine internet web site
because there is no mutual authentication between the
PC and the internet service provider server. One-time
passwords, are created either from a static
mathematical formula or from the real time of day and
vary on a regular basis.

For the generation of OTPs, there are essentially 2
methods:

» Based on a mathematical method

» Based on time-synchronized token

5.2 OTPs based on Time-Synchronized Token

Based on the client's password being provided
and the authentication server's time synchronization
(OTPs are valid only for a short period of time). A
security token is a piece of hardware that is used to
generate time-synchronized OTPs. A precise clock that
is synchronized with the clock on the authentication
server is present inside the token. Time is a crucial
component of the OTP method for these systems
because new OTPs are generated based on the current
time rather than, or in addition to, the previous
password or a secret.

5.3 OTPs based on Mathematical Algorithms

This method uses two different approaches to
produce OTPs: one is based on the previous password,
and the other is based on a challenge. The order in
which OTPs must be used is predetermined and is
based on the preceding password technique. The
previously used OTPs may be used to create each new
OTP.

5.4 Captcha Code

The acronym CAPTCHA stands for "Completely
Automated Public Turing Test to Tell Computers and
People Apart,” which refers to an algorithmic
programme for telling computers and humans apart. It
can create and assess exams that are simple for people
to pass but impossible for computers to do so. Common
CAPTCHA is mostly used for human-computer
verification and typically consists of symbols, text,
photos, and sometimes movies. Numerous harmful
attacks against websites, networks, and servers
gradually start to appear as the Internet and its
connected applications become more widely used.
Google is committed to protecting the security of your
data. By ensuring that only a person with the correct
password may access your account, CAPTCHA protects
you from remote digital entry. Computers are able to
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generate distorted images and process user input, but
they are unable to understand or solve problems in the
same way as a human would in order to pass the test.
Google is one of the many web services that uses
CAPTCHA to assist block illegal account entry. Other
websites that provide access to private data, such bank
or credit card accounts, might also use CAPTCHA.

The effort was intended to help a variety of
online activities, including email administrations,
online purchasing, web journals, and other online
involvement. The client must register for these services
by completing an online form. However, since bots
mimic human behaviour, they take advantage of these
free services. It's a test to keep these robotized bots out
of online services. A review led by more than 150
people was conducted to evaluate the coherence speed
of CAPTCHA images. The participants in the study came
from South Asian countries that do not speak Arabic
but can understand the Arabic text. A few tests were
conducted to determine the strength of the
empowering CAPTCHA (Bilal Khan et al.).

5.5 Permanent Identification Number

PIN codes are implemented independently of
smart cards, the PIN code cannot be obtained by
hacking a smart card. Instead, each time someone tries
to enter, the PIN code is retrieved from a central
database. In the event that the central database is
unavailable, this PIN code is cached at each building.
PIN codes were found to be four-digit integers that
cannot begin with a zero, allowing for 9000 possible
permutations. Numerous services offered by NI used or
interfered with PIN numbers. As demonstrated in the
ensuing sections, many services contain weaknesses
that could allow an adversary to obtain and/or modify
PIN codes. As a result of this study, NI has fixed several
issues. The information required to produce a series of
PINs is found in PIN calculators. Additionally, the
Internet bank maintains a database where this
information is kept. Customers use the calculator to
create a new PIN each time they need to access their
accounts. They next input the new PIN into the GUI of
the online bank, which sends it to the security server of
the bank. The server then does a database query to
retrieve the information for the specified PIN
calculator, calculates the current PIN, and checks to see
if it matches the PIN generated by the calculator.

5.6 Biometric Identification

Biometric identification is used exclusively for
safe ATM transactions. The adoption of a biometric
mechanism in such a transaction, such as an iris/retinal
scan, hand geometry, or fingerprint scan, can
significantly increase overall security. Simply
registering their biometric data at a bank branch is all
that is required of consumers. Then, customers will
only need to enter their biometric password, date of
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birth, and PIN number to withdraw cash from an ATM.
Currently, more than 15 million people utilize 80,000
biometrically enabled ATMs in Japan.

In all smart environments, biometric
authentication is utilized to the utmost extent possible.
The two most common methods for biometric
authentication are face and fingerprint recognition. The
combination of face recognition and fingerprint
recognition can be installed in specificlocations where
a higher level of security is necessary. Typically, a
camera and fingerprint scanner will be used to gather
biometric data on the client side, and that data will
then be sent to a cloud service provider to perform
complicated tasks like face and fingerprint
identification. The transmission of facial photos and
fingerprints from the client side to a server is a serious
problem in these circumstances since an intruder may
try to steal that information and utilize it later.

5.7 Multi Factor Authentication

Today, digitalization has successfully reached
every aspect of contemporary society. Authentication is
a crucial enabler for keeping this procedure secure. It
includes a wide range of topics related to a
hyperconnected environment, such as
communications, access right management, online
payments, etc. This study provides insight into how
authentication systems have progressed from Single-
Factor Authentication (SFA) to Multi-Factor
Authentication (MFA), passing through Two-Factor
Authentication (2FA). MFA is planned to be used
specifically for human-to-everything interactions by
facilitating  quick, simple, and trustworthy
authentication when logging into a service.

User authentication is the process of identifying a
user based on something they already know, possess,
are, or do. It can also be based on a mix of two or more
of these characteristics. User authentication techniques
are diversifying along with the wide range of dangers
in online contexts. A safe authentication mechanism
called multi-factor authentication (MFA) calls for
multiple authentication methods to be selected from
various categories of credentials. Similar to single
factor, multi-factor authentication is being used more
frequently to confirm users' identities when they
access cyber systems and information. MFA providesa
more effective and secure method of user
authentication by combining two or more methods of
authentication.

5.8 Push Notifications

In pervasive mobile applications, where
invocations happen asynchronously, cloud messaging
push notification systems are crucial components. It is
crucial that mobile users are alerted promptly of the
services that are available. There are four different
types of push notifications available, including those
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from Apple, Blackberry, Google Cloud Messaging, and
Microsoft.

Push notifications in two factor authentication
(MFA) implementation help consumers to secure
themselves and prevent cybercriminals, in addition to
allowing vendors to send information right to your
fingers. It is well known that less is more for the
consumer (more convenient, that is). Push notifications
give users the impression that they can feel "more"
secure with "less" work and time with the simple push
of a button.

5.9 Password Authentication

Despite widespread hacks and data breaches
frequently taking advantage of password-related
weaknesses, passwords are still the most popular
authentication method employed by Web-based
businesses.

The strength of passwords is essential to
password authentication techniques as multi-user
systems quickly develop. Users can choose secure
passwords with the use of password strength meter.
However, the current password strength meter are
insufficient to offer a good level of protection, forcing
users to choose a strong password. The accuracy of
rule-based  password strength  measurement
techniques is lacking, because platform-specific
password frequencies are different.

Some online banking services utilize transaction
authentication numbers (TANs) in place of one-time
passwords (OTPs) that can only be used once to
approve financial transactions. Beyond the
conventional single-password authentication, TANs
add an additional degree of protection.

» TANs function as a type of two-factor
authentication, adding extra protection (2FA).
Without the password, the actual paper or
token containing the TANs will be
meaningless if it is stolen. On the other hand,
if the login information is obtained, no
transactions can be completed without a
legitimate TAN.

» The Web container triggers the authentication
mechanism set up for that resource when you
attempt to access a protected Web resource.
The following authentication techniques are
available for selection

» HTTP based identification

» Form based identification

» login authentication

» Client certificate authentication

» Mutual authentication

» Digest authentication

The user will not be authorized if one of these
techniques is not specified.
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6. MULTI-LAYER INFORMATION SYSTEM (MLIS)
Multi-layer authentication systems may be
useful if, for example, there are multiple online
connections with a single IP address and they must
resolve the connection of a single user from across
multiple other IP addresses. This can be done using the
Internet Authentication tool. You can view the security
details for an instance of the Microsoft authentication
feature, such as the password, a MAC ID, or a private
key. The process of setting up authentication can take
several steps depending on the context of the specific
user. The easiest way to quickly and easily identify an
online connection between different users is by
creating a unique identity to match all of your online
connections to. This can provide the Internet Access
Security Service with the ability to detect when a
physical connection is compromised and thatan online
connection is vulnerable because a breach could be
linked to a specific IP address.

7. ALGORITHM FOR LOGIN
1) User enters username for login in the
application.
2) MLAS select two different authentication
methods randomly.

a. One comes from authentication
group-1 (Biometric, Password or
Hardware key)

b. One comes from authentication

group-2 (OTP methods)

3) User responds to the MLAS authentication
challenge.

4) Ifthe user’s response for both the challenges
are same, then security system allows the
user and grants access to the application.

5) If the user’s response for one of the
challenges is invalid, then security system
restricts the user and grants access to the
application.

8. BENEFITS OF MLIS

Primary benefit of the proposed method is to
categorize the authentication method into groups and
use them for the increased security for every
authentication. Using this grouping of authentication
methods, the security of the application is increased
muti-fold. All the benefits of the proposed MLIS method
are compared and the comparison results are as given
in Table-1.
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Table -1: Comparison of legacy and MLIS
authentication method
Legacy MLIS
Compariso | authenticat | authenticat
n Criteria ion ion method
methods (proposed)

Number of
authenticat
ion modes One Two
used on
login
Group
authenticat
ion
categories
available
for
enhanced
security
Hardened
security No Yes
algorithms
Vulnerable
to attacks

No Yes

Yes No

9. CONCLUSION

Advantage of the suggested approach is the greater
security it provides for each authentication by
grouping the various authentication techniques. The
security of the application is multiplied by using this
collection of authentication techniques. With the help
of this authentication approach, the application is able
to rigorously validate the user using a variety of
traditional authentication techniques while still
granting the authorized user access. MLIS strengthens
application security by adding an extra layer of
protection to the current authentication techniques.
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